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1 Introduction

1.1 Using this Document

Knowledge required

1.2 OPC Basics

Abbreviations

This document is intended to provide the following information:
» Basic information about the OPC interfaces (Chapter 1)

» Special properties and installation of the Rexroth Indramat OPC server
(Chapter 2)

¢ Information about programming and commissioning OPC clients

A user who wants to develop an OPC client should have the following
knowledge:

» General programming experience in Visual C++ and/or Visual Basic
* Knowledge of COM and/or DCOM programming

« Commissioning a remote client requires additional know-how to exist
in the fields of

« DCOM security settings, and
« network configuration of the end user (machine user).

Some of the information listed in this Chapter was taken from the publica-
tions and technical specifications of the OPC Foundation. Rexroth In-
dramat is a member of the OPC Foundation. Current information about
the OPC Foundation can be found on the website
http.//www.opcfoundation.org.

OPC™ stands for OLE for Process Control. OLE (Object Linking and
Embedding). It was first introduced by Microsoft for the communication
between software components. Today, we are talking about COM (Com-
ponent Object Model) or DCOM.

DCOM (Distributed Component Object Model) is a mechanism that is
used for the communication between processes that run in different com-
puters. DCOM is available in the Windows98™, WindowsNT™ and Win-
dows2000™ (partly WindowsCE™ too) operating systems. It employs the
TCP/IP protocol.

DOK-CONTRL-OPC*SERVER*-FKO01-EN-P

Rexroth
@ Indramat



1-2 Introduction

OPC-Server

OPC objective

OPC specifications

User utilize

Providing a uniform communication interface for process data from any
source (such as PLC or NC controllers) is the objective of OPC.

OPC Interface OPC Interface
OPC Server OPC Server OPC Server
A B C

Fig. 1-1: Applications cooperate with OPC servers from different manufacturers

In version 1 and 2 of the OPC specification the following datas are con-
centrate:

« Online Data Access, i.e., the efficient reading and writing of data be-
tween an application and a process control device flexibly and effi-
ciently;

« Alarm and Event Handling, i.e., the mechanisms for OPC Clients to be
notified of the occurrence of specified events and alarm conditions,
and

« Historical Data Access, i.e., the reading, processing and editing of data
of a historian engine.

Functionality such as security, batch and historical alarm and event data
access belong to the features which are addressed in subsequent re-
leases. The architecture of OPC leverages the advantages of the COM
interface, which provides a convenient mechanism to extend the function-
ality of OPC.

The specifications include the following:
« A set of custom COM interfaces for use by client and server writers.

» References to a set of OLE Automation interfaces to support clients
developed with higher level business applications such as Excel, Vis-
ual Basic, etc.

Thereby the user (developer of OPC-Client applications) learns the fol-

lowing facilities:

* To realize the communication to the control only a minimum of control
specific knowhow is necessary.

* When an application have to communicate with different controls the
expenditure of adaptation is canceled

Rexroth
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OPC Data Access Server

OPC Server Objekt

OPC Group

OPC Item

At a high level, an OPC Data Access Server is comprised of several ob-
jects:

« the server,
« the group, and
e theitem.

The OPC server object maintains information about the server and serves
as a container for OPC group objects. The OPC group object maintains
information about itself and provides the mechanism for containing and
logically organizing OPC items.

The OPC Groups provide a way for clients to organize data. For example,
the group might represent items in a particular operator display or report.
Data can be read and written. Exception based connections can also be
created between the client and the items in the group and can be enabled
and disabled as needed. An OPC client can configure the rate that an
OPC server should provide the data changes to the OPC client.

There are two types of groups, public and local (or ‘private’). Public is for
sharing across multiple clients, local is local to a client. Refer to the sec-
tion on public groups for the intent, purpose, and functionality and for fur-
ther details. There are also specific optional interfaces for the public
groups.

Within each Group the client can define one or more OPC Items. The
OPC Items represent connections to data sources within the server. An
OPC Item, from the custom interface perspective, is not accessible as an
object by an OPC Client. Therefore, there is no external interface defined
for an OPC Item. All access to OPC Items is via an OPC Group object
that “contains” the OPC item, or simply where the OPC Item is defined.

Ttem 1

Ttem 2

Ttem 3

Fig. 1-2: Attribution of OPC Items to the OPC Group

Associated with each item is a Value, Quality and Time Stamp. The value
is in the form of a VARIANT, and the Quality is similar to that specified by
Fieldbus.

Note that the items are not the data sources - they are just connections to
them. For example, the tags in a PLC controller exist regardless of
whether an OPC client is currently accessing them. The OPC Item should
be thought of as simply specifying the address of the data, not as the ac-
tual physical source of the data that the address references.
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Custom and Automation Interface

OPC specifications always contain two sets of interfaces; Custom Inter-
faces and Automation interfaces. This is shown in.

C++ Application

VB Application

OPC Custom I/F

OPC Server
(In-Proc, Local, Remote, Vendor Specific Logic
Handler)

OPC Automation I/F

Fig. 1-3: Custom and Automation Interface

The OPC Specification specifies COM interfaces (what the interfaces
are), not the implementation (not the how of the implementation) of those
interfaces. It specifies the behavior that the interfaces are expected to
provide to the client applications that use them.

Included are descriptions of architectures and interfaces that seemed
most appropriate for those architectures. Like all COM implementations,
the architecture of OPC is a client-server model where the OPC Server
component provides an interface to the OPC objects and manages them.

There are several unique considerations in implementing an OPC Server.
The main issue is the frequency of data transfer over non-sharable com-
munications paths to physical devices or other data bases. Thus, we ex-
pect that OPC Servers will either be a local or remote EXE which includes
code that is responsible for efficient data collection from a physical device
or a data base.

An OPC client application communicates to an OPC server through the
specified custom and automation interfaces. OPC servers must imple-
ment the custom interface, and optionally may implement the automation
interface. In some cases the OPC Foundation provides a standard auto-
mation interface wrapper. This “wrapperDLL" can be used for any vendor-
specific custom-server.

VB

Applicaion

OPC Automation
> Local or Ramote

CH++

Applicaion

Wrapper OPC Server

(Shared by many clienty

> Server Data Cache

1L

Physical
Devicg
DaaBase
Daa

OPC CustomInter face

Fig. 1-4: Custom and Automation Interface
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Local and remote servers

Out-Proc server

InProc server

Distinction is made between
« local servers that only permit the access from local clients, and

* remote servers that can also be accessed via DCOM by clients of
remote computers.

A local server can be implemented as a process-internal server (known
as InProc or DLL server) or as a process-external server (known as Out-
Proc, local or Exe server).

The OutProc server is an executable application. OPCIindramat.exe is
started automatically via the COM mechanism when a client is linked with
the Indramat OPC server. The OPC server is terminated automatically as
soon as all interfaces of all clients are released. A remote server is always
an OutProc server.

Multiple OPC clients may log on. Each client has an independent OPC
server instance allocated.

The OutProc server consists of two parts: The functionality of the OPC
server and the visual representation as a program.

InProc servers have the advantage that no process limits are crossed for
the data transfer between client and server. The disadvantage is that the
server is a part of the client. Incorrect execution leads to a crash of the
client, and vice versa.

The InProc server does not possess a screen output.

Rexroth
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2 Properties of the Indramat OPC Server

2.1 General

Supported interfaces

Available server types

Special functions

Test and commissioning sup-
port

The Rexroth Indramat OPC server supports

« Data Access Custom Interface standard version 2.03 (July 27, 1999),
and,

+ from Release 01V01 onwards, also Data Access Automation Interface
standard version 2.02 (February 4, 1999).

This means that Visual C++ clients and Visual Basic (from Release
01V01 onwards) are able to read and write process data.

A detailed list of the supported optional interface objects is contained in
Chapter 2.2 Data Access Custom Interface Standard.

Note: Please note that some items of version 1.0 of the Data Access
Interface OPC specification are incompatible with version 2.0
of the specification.

The interfaces

e Alarms and Events, and

» Historical Data Access

are not supported at the moment.

Rexroth Indramat provides all server types:
* Local InProc server

e Local OutProc server

* Remote server.

The OPC standard functionality includes reading and writing of PLC vari-
ables. The Rexroth Indramat OPC server additionally offers

e access to CNC variables, CNC parameters and tool data,
e access to selected drive data, and
« commands for starting, stopping, and downloading NC programs.

Please refer to the publication of the Rexroth Indramat function interface
[3] for a detailed description of all available commands.

The Rexroth Indramat OPC server comes with a test client that enables
communications with the controller to be checked at any time.

The data output of the OutProc server informs the user of the state of the
OPC server.

DOK-CONTRL-OPC*SERVER*-FKO01-EN-P
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2.2 Data Access Custom Interface Standard

The following tables specify the interfaces the Indramat OPC server sup-
ports. A detailed description can be found in the OPC specification [1].
The tables make reference to the corresponding Chapters if the utilization
of the Indramat OPC server requires explanations.

If the "Option" column does not contain an entry, the interface is not an
option and is supported by the Indramat OPC server.

Interfaces of the OPCServer object

Interface Method Option | Supported |Comment
IOPCServer AddGroup Yes
GetErrorString Yes See Chapter 2.3
GetGroupByName Yes
GetStatus Yes
RemoveGroup Yes
CreateGroupEnumerator Yes
IOPCServer Pub- Yes No
licGroups
IOPCBrowseServer Ad- Yes Partly Only the "FLAT Space" property of this inter-
dressSpace face is supported
QueryOrganization Yes
ChangeBrowsePosition Is not supported since only the FLAT property
is supported.
BrowseOPCltemIDs Yes
GetltemID BrowseAc- Is not supported since no AccessPaths are
cessPaths supported. See |IOPCltemMgt.
IOPCltemProperties New in Version 2.0 of the OPC specification
QueryAvailableProperties Yes
GetltemProperties Yes
LookupltemIDs Yes
IOPCCommon SetLocalelD New in Version 2.0 of the OPC specification
GetlLocalelD Yes
QueryAvailableLocalelDs Yes
GetErrorString Yes see Chapter 2.3
SetClientName Yes
IConnectionPoin Con- New in Version 2.0 of the OPC specification
tainer ConnectPointContainer for the IOPCShut-
down interface. [1, Chapter 4.6.2]
EnumConnectionPoints Yes
FindConnectionPoint Yes
IPersistFile Yes No
Fig. 2-1: Interfaces and methods of OPCServer
Rexroth
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Interfaces of OPCGroup

Interface Method Option | Supported Comment
IOPCGroupStateMgt | GetState Yes
SetState Yes
SetName Yes
CloneGroup Yes
IOPCPublicGroup Yes No
StateMgt
IOPQASyngIOZ Read
ey 20 ! wie
Refresh2 Yes
Cancel2 Yes
SetEnable Yes
GetEnable Yes
IOPCAsynclO Yes No On!y in Version 1.0 of the OPC specifi-
cation
IOPCltemMgt Addltems Yes see Chapter 2.4
Validateltems Yes
Removeltems Yes
SetActiveState Yes
SetClientHandles Yes
SetDatatypes Yes
CreateEnumerator Yes
IConnectionPoint New in version 2.0 of the OPC specifi-
Container cation
ConnectPointContainer for the IOP-
CDataCallback interface. [1, Chapter
4.6.1]
EnumConnectionPoints Yes
FindConnectionPoint Yes
IOPCSynclO Read Yes
Write Yes
IDataObject Yes No On!y in Version 1.0 of the OPC specifi-
cation
IEnumOPCltem Next Yes
attributes
Skip Yes
Reset Yes
Clone Yes

Fig. 2-2: Interfaces and methods of OPCGroup
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2.3 |I0OPCServer : GetErrorString

The GetErrorString method permits COM, OPC and Indramat error texts
to be read. It converts an HRESULT value into an error text. The GetEr-
rorString method is also contained in the IOPCCommon interface.

COM error HRESULT values that are produced by COM are returned using Format-
Message, a WINAPI function. The language of the error texts is specified
by the WindowsNT installation.

OPC error  The error texts of OPC HRESULT values are output in English only (see
definition of constants in [1] Appendix A).

Errors of the Indramat function  Indramat error texts are returned with a standard error text.

interface  pqr “custom error numbers”, OPC HRESULT stipulates values with the
ITF_FACILITY flag and code area 0x8000 — OXFFFF.

Indramat function interface error numbers [3] are encoded in this area.
GetErrorString can now be used for decoding this HRESULT value as an
error text.

2.4 10PCltemMgt : Addltems

This method is used for interconnecting function interface commands and
OPC server. Below, the parameters are described an OPC client must
transfer.

OPCITEMDEEF structure  An "OPC Item" is defined using the OPCITEMDEF structure:

e szAccessPath is not supported
o szltemID required; function interface command, see
below
* DbActive required.
e hClient required
e dwBlobSize is not supported
e pBlob is not supported
» VvtRequestedDataType required; the following VARTYPE are sup-
ported:
VT_EMPTY
VT_Ull
VT_I2
VT_l4
VT_R4
VT_RS8

VT_BSTR (base type "canonical datatype™)

Rexroth
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If VT_EMPTY is transferred as a value for vtRequestedDataType, the
corresponding value for the PLC variable request (FI command PVF) is
determined from the PLC and converted into a COM type (see table).
VT_BSTR is returned if a corresponding type does not exist. Only one-
dimensional arrays are supported. Structures cannot be converted be-
cause there is corresponding COM type here.

PLC type COM type Array

CHAR VT_Ull VT_ARRAY | VT_UI1

USINT VT_Ull VT_ARRAY | VT_UI1

Byte VT_Ull VT_ARRAY | VT_UI1

SINT VT_I2 VT_ARRAY | VT_I2

INT VT_I2 VT_ARRAY | VT_I2

WORD VT_I2 VT_ARRAY | VT_I2

UINT VT_l4 VT_ARRAY | VT_I4

DWORD VT_l4 VT_ARRAY | VT_I4

DINT VT_l4 VT_ARRAY | VT_I4

UDINT VT_l4 VT_ARRAY | VT_l4

BOOL VT_BOOL VT_ARRAY | VT_BOOL

REAL VT_R4 VT_ARRAY | VT_R4

Others VT_BSTR VT_ARRAY | VT_BSTR

Fig. 2-3: Conversion of the PLC data types in the OPC interface

The central parameter of the OPCITEMDEF structure is szltemID. Here, it
corresponds to a function interface command, such as szltemID =
"00_CC_PVF _int0", reading a PLC variable of the name of int0. The fol-
lowing peculiarities must be taken into account here:

1. The function interface distinguishes between a single read command
(00_CR ..., 00 BR_.) and a cyclic read command (00 _CC ..,
00__BC_.)). This distinction is not made in the OPC server. This
means that a read command can be opened by 00_CR_.., 00_BR.. or
by 00_CC_..; 00_BC_.. (you should decide on one notation).

2. Since not every write command is also defined as a read command, a
write command must be opened with 00_CW_.., 00 BW _...

3. A function interface command can supply several results (see, for
example, 00_CC_APO_0_1 1 return value 1 = axis designation,
value 2 = position value, and value 3 = device).

In the default configuration, the result is interpreted and processed as
a value. To avoid conversion errors, VT_BSTR should be employed
as the standard item type.

4. The return value of a command with several results can be structured
in a tabular form with lines and columns. This table is converted di-
rectly (1:1) if the client requests viRequestedDataType = VT_ARRAY
| VTI_BSTR. A two-dimensional SAFEARRAY is generated with di-
mension = 1 as line and dimension = 2 as column.

5. Individual values of results can selectively be read with a command
extension. To do this, you add the {line, column} specification after a
function interface command.

Example: szltem D = "00_CC APO O {1, 2}"

See [3], Chapter ReadGroupltem] for the paramter value assignment
of {line,column}.

DOK-CONTRL-OPC*SERVER*-FKO01-EN-P
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2.5 Installation

System requirements

Files and directories

Installation is performed by invoking the SETUP.EXE program on the
install disk.

Operating system: NT 4.0 SP5 or later. NT 4.0 SP3 is only sufficient if
there is no access via DCOM.

Indramat User Interface Version 18V06 SP 1 or later.

The following files and directories are created during installation:

Directory File name Comment
OPClindramat.dll InProc server
OPClIndramat.exe OutProc or remote server
LW:]\winnt\system32 OPCProxy.dll Proxy/Stub DLL for marshaling the user-defined
interfaces
LW:]\winnt\system32 OPCComn_ps.dll Proxy/Stub DLL for marshaling the user-defined
interfaces

Registrations

Fig. 2-4: Installed files

The Indramat OPC servers are self-registering COM servers. The regis-
tration is performed by the installation program. The Indramat OPC regis-
tration is performed after the OPC specification (see [1, 5] "Installation
Issues"). After the installation, the System Registry contains the following
entries:

Key Value Comment
HKEY_CLASSES ROOT\ OPC. | ndr anat Version-independent
ProgID
HKEY_CLASSES_ROOT\ OPC. | ndr amat . 1 Version-dependent
ProgID
HKEY_CLASSES_ROOT\ CLSI D\ CLSI D_OPCl ndramat = | CLSID of the OPC In-

{ 37BBF4D0- DADF- 11D2- 84E4- 0000COEFA6D5} | { 37BBF4D0- DADF- 11D2- | dramat server

84E4- 0000COEFAGD5}

HKEY_CLASSES_ROOM Appl D\

{42E3B9C0- 9E61- 11D3- BF6C- 00C04F5178B5}

HKEY_ CLASSES ROOT\ Appl D\
OPCI ndr anmat . exe

Fig. 2-5: Entries in the System Registry

Using the CLSID, an OPC client can establish a connection to the server.
Here, the OPC suggests a client connection via the component registra-
tion (see [4, Chapter 7] "OPC Common Definitions and Interfaces").

Rexroth
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Manual registrations

InProc server

Out-Proc server

Proxy/Stub server

Component categories

Individual registrations can manually be created or deleted for service
purposes.

The InProc server (here OPCIndramat.dll) is registered using the
regsvr32.exe utility. Regsvr32.exe is enclosed to each NT installation. It
is in the [drive:]\winnt\system32 directory:

Regsvr 32 opci ndramat . dl |
Deleting the COM server registration:
Regsvr32 /u opci ndramat. dl |

The OPClindramat.exe server is registered by invoking the server with the
following command line parameter:

Opcindramat —regserver or opcindramat /regserver

A corresponding error text is issued if the server cannot be registered.
Deleting the COM server registration:

Opcindramat —unregserver or opcindramat /unregserver

Two Proxy/Stub DLLs (OPCProxy.dll, OPCComn_ps.dll) are installed in
the [drive:]\winnt\system32 directory and registered there for marshalling
the user-defined interfaces.

These two DLLs should have at least the following functions.
e OPCProxy.dll Version 2,0,0,1

e OPCComn_ps.dll Version 1,0,0,2

Use the following procedure to read the version:

i. Use the Windows Explorer to select the DLL.

ii. Press the right-hand mouse button.

ii. Properties menu

iv. Dialog option field "Version"

OPC [1, Chapter 5.1] suggests the registration of the OPC server under a
component category. This registration is performed using the COM-
CAT.DLL [drive:]\winnt\system32.

Rexroth
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2.6 Communication Architecture

Communication with the controller takes place via the Indramat function
interface (see Fig. 2-6: Indramat communication architecture). The OPC
server logs on with the function interface. This may take several seconds.
The connection to the function interface is closed when the server is ter-

minated.
‘g N conftif:f:ﬁon gr;t:an:&r Custo::fyr
o | WIN N |4
s 290 % % MPI
E § DDE- & | opc- @ Com
Server &5 | server % driver
~NL T E | Q |
> S xS NN N
X X7 " X |
Function interface P:Y)Ituc:?ol
._ Interface
-Wofr ‘E - .
indows NT Operating system

Workstation——

Hardware

Fig. 2-6: Indramat communication architecture

Some function calls of the Indramat user interface (such as NC parameter
download or PLC program download) require exclusive utilization of the
communication link to the controller. While these functions are executed,
the OPC server is set to OPC_STATUS_ SUSPENDED status and group
communication is interrupted. Once download has been terminated, the
server is reset to its previous state and group communication is resumed.

The OPC server processes the following system messages for this pur-
pose: [3; Chapter 3.5]:

+ MSG_PCLUPDBEG
* MSG_PCLUPDEND
* MSG_PARUPDBEG
* MSG_PARUPDEND

Rexroth
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2.7 The Indramat OPC Client Test

The Indramat OPC Client supports the functions according to he specifi-
cation [1], and may be used for testing communications with the control-

ler. The Indramat OPC Client is available with English user interface only.

#  OPCClient

Calibrate i

— Server List Wersion 2

OPC.Indramat. 1
OFC.Fiz1

Server List | 10PCServer | 10PCltembat | I0PCSynelD | I0PCAsynel0Z | I0PCAsynoldgl

I[=1 E3

Ok | Cancel I

Individual methods of

—Server Intefface—————————————— an OPC server,
structured by interface
™ |0PCCommon y
names

[T IOPCServer
[ |OPCltemProperties <

Output of all OPC [” |OPCBrowseServertddressSpace .Supported server
: interfaces
servers that [ |0PCServerPublicGroups
support ™ IConnectionPaintContainer
specification 2 ™ IPersistFile
— Server Type
 InProc * |ocal ' Remate < Selection as InProc,
EXE, or remote
LConnect I Eeannest | RS Eane | |8 = | server
A » A
| \ \ < Status line

Create link Separate Current client configuration
to a server server link can be loaded or saved
Fig. 2-7: Indramat OPC client
The Indramat OPC Client is structured such that the dialog pages that can
be invoked via the register cards reflect the interface classes of an OPC
server. The buttons of the main window have the following function:
OK Closes the dialog. If there is still a connection with an OPC server, this
button is in an inactive state.
Abort  Closes the dialog without taking notice of an existing connection. This
button should only be used in an emergency.
Calibrate  Invariable positioning of the window on the desktop.
Status line  Output of information and error messages during program execution.

HRESULT error messages can be read using the method IOPCServer ::
GetErrorString (see OPCServer register card).

DOK-CONTRL-OPC*SERVER*-FKO01-EN-P
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Dialog server list

Server list version 2

Server type

Connect

Disconnect

OPC Save

OPC Load

Server interface

Once the Indramat OPC client has been started, all registered OPC serv-
ers are listed in the "Server list version 2" list box.

From this list box, the user may select the server type:

e |nProc DLL server
e Local Exe server
¢ Remote Access to an OPC server via DCOM

An input dialog is opened if a remote server is selected. This dialog can
then be used for specifying remote computer name (TCP/IP number),
domain name, user, and password.

Once the server has been selected, Connect is used for establishing a
link to the server.

Shuts down an existing connection. You must ensure that all group lins
are terminated beforehand (error message).

This permits a client configuration to be saved. It saves group and item
information.

The data saved under OPC Save is read.

Following Connect, all interfaces are displayed that are supported by the
selected OPC server.

Rexroth
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IOPCServer Dialog

This dialog provides the functions for the OPC group management; the
buttons correspond to the methods of the OPC interface class
IOPCServer.

" OPCClient 10

Calibrate l (o | Cancel I

Server List | 10 | IDPCitemMat | IDPCSynci0 | 10PCAsyncnZ | 10PCAsynel 4| » |
- GetStatuz
AddGroup
StartTime [25.11.199912:19:43:175 l\
GetErrorString : ;
CurentTime  [25.11.1999 12:19:53:231

GetGroupByName | | astlipdateTime [25.11.183312:19:43:175

GetStatus ServerState [OFC_STATUS_RUMNMING
RemaveGroup GroupCount |0 O]IcDC server status
B ardwidth Information
LCreateGroupE numeratar A |D

M ajorverzion 1

Minordersion |0
BuildMumber |2

Yendorlnfo  (OPC Indramat Server Yersion 1.0 /

created by Guido Forthofer, Rexrath [ndr:

—_—

Fig. 2-8: Status display on the IOPCServer register card

AddGroup Creates a new group using the dialog shown in Fig. 2-9: Dialog Add
Group. The updating rate is entered in msecs in the "Requested Update
Rate" box. Press the AddGroup button to accept the data. Press the OK
button to change back to the status overview.

Group Name|| Lctive ¥ ok
Requested Update Rate [yqnn &dd Group

Handle Client Group

Time Biaz

Percent Dead Band [q
LCIE 12048

Handle Server Group

AT

Revized Update B ate

Fig. 2-9: Dialog Add Group

Rexroth
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OPC-Server

GetErrorString

GetGroupByName
GetStatus
RemoveGroup

CreateGroupEnumerator

Dialog IOPCltemMgt

This method can be used for reading the error text of an HRESULT error
code.

Shows the supported interfaces for the specified group.
Updates the values in the status display.

Groups can be deleted via multiple selections. A green state shows that
the group is deletable. A red state shows that items of the groups are still
logged on.

Creates a tabular overview of the properties of all groups.

i JOPCClient Bil=] b3
Calibrate | (o | Cancel |
Server List | IOPCServer 10PCltemMat | 10PCSynelD | 10PCAsnel0Z | I0FCAsyncl 4| + |
— Group DClick — Groupl -
Select Mame I Achive I T I !_ISt of all Iogg_ed-on
e || DO_CE_P¥S_baold TRUE O items and their
— > attributes. Multiple

4lidateltems selection is possible.

List of all Ii
Remaveltmes| |5 | 4

logged-on
SethetiyEEtatE —

groups = :
e Active M 1[4 | Example of
setElentH ety
_ Tupe I'.,','T [=F] .,I Addltern | Addltems method
Sefilatalipes = —
reateﬁnumerat Item D IDD_EE_APD_D_‘I_‘I {1 ’2}

Access Path I
|
Fig. 2-10: Dialog for managing OPC items
Group DClick  List of all groups that are logged on. To be able to execute the IOP-

"Group names" list box

Select
Addltems
Validateltems
Removeltems
SetActiveState
SetDataTypes

CltemMgt methods, you must first select a group (double click the mouse
button or use Select button).

Once a selection has been made, the items and their attributes are output
in the list box (here: "Group1").

Selects a group from the list.

Adds new items to the selected group.

Is not supported.

Deletes the item selected from the item list.

Is not supported.

Changes the data type of the item selected from the item list.

Rexroth
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IOPCSynclO dialog

H . OPCClient [ _ O] =]
Sl ] ot | cancel |
Server List | IDPCServer | 10PCitemtdgt  10PCSynclO IIDF'EL&S_I,Inu:IDEI I0PCAsyncl 4 | » |
— Group DClick Select L Groupl ]
— I ame | active | server | - -
D0 CC_APD_O 1_111.2} TRUE 0O: < Multiple selection
00_CC_PWS_boold TRUE 0Ox .. of the item
Selection of cache
< | *] 11l data or direct
| Mame I Walue | Errar l FileTime | Quality |
@00 CcC AP0 DT .. O Ox00000000 144206397 25.. GOOD Result of a method
@ 00 CC_PYS_booll -1 0400000000 14:43.05:427 25 GoO® call; here: "Read"
< | E
Fig. 2-11: IOPCSynclO dialog
Select  Selection of a group.
Read The read function is executed once the item has been selected. The re-
sult is displayed in the lower list box.
Write  An input dialog is opened for each selected write value. After it has been

entered, the data is transferred to the controller.
OPC_DS CACHE Read data from the server cache

OPC_DS DEVICE Read data directly from the controller

Rexroth
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IOPCAsynclO2 dialog

Due to the complexity of the asynchronous data request, the individual
methods of the IOPCAsynclO2 interface are distributed among several
dialog pages.

it _OPCClient M= E3

Calibrate l [k | Cancel I

Server List | IOPCServer | 10PCltemdgt | I0PCSynei0  IOPCAspnclD2 ] I0PCaspnel 4 | »]

Select |
Unadvize i

= Group DClhick,

| Mame I W alue | E rrar I FileT ime I Guality | R it data of

[ 00 CC_PYS boold 0 O=00000000  14:568:33998 25... GOQD es'u ata o _a
CyC|IC connection

@& 00 CCAPO O 1 .. 0 Qx00000000  14:43:06:397 25.. GOOD

4 1 I ,

Fig. 2-12: IOPCAsynclO2 dialog

Select  Selection of a group. After the selection has been made, a link to the
server is established via IOPCDataCallback or an existing link is visual-
ized.

Unadvise  An existing link via the IOPCDataCallback interface is cleared down.

Rexroth
® /ndramat DOK-CONTRL-OPC*SERVER*-FK01-EN-P



OPC-Server

Properties of the Indramat OPC Server 2-15

IOPCAsynclO2 Read Write dialog

= OPCClient | _ (O] x|
Calibrate I [ | Cancel I
|OPClterat | I0PCSpnel0 | 10PCAsyreln2 {IOPCASREITE Head Wite'| iopcaion « [ ]
— Group DClick — Groupl {
Select MNarne | Active | Server | Clid
" DO_CC_APO_O1.1.. TRUE 0Ox .. O«
— 00_CC_PWS_booll TRUE 0O .. O«
Cancel2 Read
rite
[Eameel&indnte
[Hradyiee 2 I I :
| Mame I Y alue | Errar I FileT ime | [Juiality |
@ 00.CC_PYS_booll D0 000000000 150444233 25.. GOOD
(| s

Select
Read

Cancel2 Read

Write

Cancel2 Write

Unadvise

Fig. 2-13: IOPCAsynclO2 Read Write dialog

Selection of a group.

After an item has been selected, the read function of the IOPCAsynclO2
interface class is executed.

This aborts asynchronous reading.

After an item has been selected, the write function of the IOPCAsynclO2
interface class is executed. This write function opens an input field for
each write value.

This aborts asynchronous writing.
An existing link via the IOPCDataCallback interface is terminated.
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OPC-Server

IOPCBrowseServerAddressSpace dialog

i

T

Calibrate I

IDF'I:fl‘-.s_I,IncIEI2| I0PCAsyncl02 Fead Wite  IOPCBrowseServertddressSpace | IOPCA | >|

OPCClient

—Mame Space Type
W OPC_MS_FLAT
[~ OPC_MS_HIERARCHIAL

—Browze ltemz————————

[oIf: | Cancel I

|— Browsze OPC [tems |Dz Filker

—Filter Types
" Branch Diata Type IVT_EDDL "i <
i Lesf : i
= Filter Criteria |[*
& Flat I <

Elu_l:c_ws_houln\
I Result of the search

Filter crit. "Data type"

Filter crit. for ltemID

—bccess Rights Filter
W Feadabls [T wiiteabls

gt.__

e e |

 _. Filter criterion "Access

Ll Filter crit. "Browse"

privileges"

Filter criteria

BrowseOPCltemIDs

Fig. 2-14: IOPCBrowseServerAddressSpace dialog

This dialog is used for finding ItemIDs. The result consists of the conjunc-
tion of all criteria.

Data Type:

Filter Criteria:

Search for a specific data type. Example
VT_BOOL. Default value = VT_EMPTY

Text search; distinction between capital and small letters

is not supported. Default value = "*" or ™.

Access Rights Filter:  Search for the corresponding access privileges.

Filter Types:

Default value = Readable
Selection of the browse methods. Default value = Flat

Starts a search request.

Rexroth
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IOPCGroupStateMgt dialog

#  OPCClient

Calibrate |

IOPCAsynci02 Bead Writel IOFCBrowseServerdddressSpace  |OPCGroupStatet gt |‘ I ’I

— Group

Groupl

—_—

Select

Seth ame

] | Cancel |

Static:

— Group State

Group Mame: Iamum < Group Name changed

using SetName

Current LUpdate R ate

: I'IEIEI
Active: e \\
TimeBias: [go —

N
—I\|
PercentDeadBand: I—III.IZIDEIEIEIEI SetState changes these
I properties
LCID: [2048 P \/
—

ClientGroup: |3 A/’
ServerGnoup: IDHDDdEBecD

Select

SetState

SetName

Fig. 2-15: IOPCGroupStateMgt dialog

The group properties can be changed here.

Selection of a group.

This function permits the following properties to be modified:

RequestedUpdateRate
Active

TimeBias
PercentDeadband
LCID

ClientGroup

Modification of the group name. It must be ensured that the same group
name is not allocated repeatedly.
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2.8 OPC Server Desktop
The program desktop is subdivided into three parts:
e The main window with menu, tool bar and status line
« The windows with all client links in a tree structure
e The information window
Client names Group
names
&;DPEIndramat Server [ _ (O] x| *
File “iew Tod: 2 <4— Menu
!%_i$ 2l /« Tool bar
E. nidramat DPC Llient Name: Groupl
P @ HequestedUpateRate: 1000
P @ Groy RevisedUpdateRate: 1000
@ Gioup3 ltem: 0
.4 OPCTestClent
Info I Time . .
Main window
Tree structure Information
of all client window
links
P < e Status line

Main window

Fig. 2-16: OPC server desktop

File menu o

View menu o

Tool menu .

Tool bar
Status line

? menu .

Exit. This menu item should only be invoked in an emergency (if, for
example, the client crashes before it closes the connection).

Tool bar. Displays and hides the tool bar.

Status bar. Displays and hides the status line.

Trace Output. Opens a list box in the lower part of the information win-
dow. Trace outputs are logged in this list box. To minimize the trace
outputs, use the mouse for selecting a group or a client. The selection
is marked by a blue bit map. Only up to 100 outputs are stored in the
list box. The box is cleared once this number has been reached.

Trace File: Here, basically the same is true as it was said under Trace
Output. Merely the data is output into the "OPClnfo.txt" file.

About OPCIndramat. Program and copyright information

Here, it corresponds to the menu items Tool menu and ? menu.
Information output from the server

Rexroth
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Window with the client connections

All client data items are output in a tree structure (a branch corresponds
to an OPC client). The groups are shown as leaves beneath the branch.
The figure above shows two clients that have logged on as "Indramat
OPC Client" and "OPCTestClient". The first client possesses three groups
with the group names "Group1”, "Group2" and "Group3".

The bit maps are used as status display:

* Green, active state
* Red, inactive state
* Blue, selected branch, double click of the mouse

« Yellow with exclamation mark, suspended state (e.g. PLC download
system message via function interface).

Information window

The information window is subdivided into two areas: The status informa-
tion of the selected server or group, and a list box for the trace outputs.
The list box is only visible if the Trace Output menu has been selected.

Rexroth
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3 Development of an OPC Client

3.1 Error Handling

HRESULT error
OPC errors are transferred from the server to the client as "HRESULT
values". A HRESULT value is of the following structure:
31 |30 |20 |28 27 |26 |25 |24 |23 |22 |21 |20 |19 |18 |17 |16
Sev C |R Facility
Fig. 3-1: Structure of the HRESULT values
Sev: Severity Code (00 successful, 01 information, 10
warning, 11 error)
C Customer fault flag
R Reserved
Facility Facility code; there are some constants here (see [5])
15 |14 [13 |12 11 J10o |9 |8 |7 |8 |5 |4 |3 |2 |1 o
Code

Fig. 3-2: Structure of the HRESULT values (continued)

Code Facility status code

The OPC server employs the constant FACILITY_ITF as the facility code
to indicate errors.

The "code” is subdivided into several ranges:

0x0000 — 0x0200 Reserved Microsoft codes,
OPC 1.0 error codes

0x0200 — OX7FFF Reserved OPC Foundation

0x8000 — OXFFFF OPC server error codes

Fig. 3-3: Structure of the facility codes

The Indramat OPC server employs the Indramat function interface as
communication means. These errors are now converted into HRESULT
values in the OPC server.

The Indramat function interface now has the problem of routing onwards
the errors of employed components. This is done using an enhanced er-
ror system.

Since these error numbers depend on the employed components, an
HRESULT error code is dynamically assigned in the Indramat OPC
server. This error code is in the range OXEEEE — OxFFFF.

The error proper can be determined using this HRESULT value and the
GetErrorString method.

Rexroth
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3.2 DCOM Configuration

COM security model

Declarative security

If you are thinking about a remote link between client and server, you
must also take the security of a link into consideration since client and
server are implemented in different computers.

There are two different security models for client-server connections. The
reason of these two models is in the fact, that, for example, COM must
also run in systems where there is no NT-specific security (such as Win-
dows 95 or Windows 98).

The security under COM is subdivided into different applications:

* Activation control defines who is allowed to start the execution of com-
ponents.

e Access control is used for controlling the access to the objects of a
component after this component has been started.

« Authentication control is used for verifying the privileges required for a
network transfer and for protecting the data from unauthorized view-
ers.

» Identity control defines the security references that shall be used for
controlling the components.

The security settings of a COM component are configured in two different
ways:

« As declarative security settings
« As program-controlled security settings

Declarative security settings are configured in the registration, independ-
ently of the component’s code (system administrator). These settings are
made using a DCOM configuration program (dcomcnfg.exe). The user
must possess system administrator privileges for this purpose. The fol-
lowing security settings can be configured: Activation, access, authentica-
tion, and identity change.

Note: Activation and identity security settings can not be defined in a
program-controlled way. These settings must be defined be-
fore the corresponding component has been started.

This information can be allocated to two categories:

e Standard security concerns the security settings of all components that
can be executed in the local computer.

e Component-related security settings are only valid for a specific com-
ponent. The default security settings are overwritten.

The default security settings and the component-related security settings
can both be overwritten by program-controlled security settings (see be-
low).
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Standard security

Start / execute and dcomcnfg.exe starts the DCOM — configuration pro-
gram. Once the program has been started, the dialog window with the list
of all configurable components is displayed (see Fig. 3-4: DCOM configu-
rator: Component list).

Diztributed COM Configuration Properties

-"-"-I:'I:'“Cﬂtic'mi[)efault Froperties | Default Security | Default F'ru:utu:ucu:uls;

Applications:

Hbl_ControllD ataServer __:_j
Image Document

IP

MAPI 1.0 Sezzsion [+1.0]

kMAPILogonR emote

Media Flayer

Metatile Companion Picture [32-bit]

Microzoft Accezs-Datenbank.

Mizrozoft Clip Gallzn

Microsoft Excel 37-Anwendung

Mizrozoft Graph 37-Anwendung

Microzoft Office Sammelmappe

Microsoft PowerPoint Prasentation

Mizrozoft Schedule+ 7.0 Application

Microsoft Word Baszic

Microsoft Word-Dokument

MSDEW APPLICATION

Metzcape Help. 1

OPC Indramat Server Yerzion 1.0 _'__j

Properties... 1

Ok, ; Cancel Sl

Fig. 3-4: DCOM configurator: Component list

DOK-CONTRL-OPC*SERVER*-FKO01-EN-P

Rexroth
@ Indramat




3-4 Development of an OPC Client OPC-Server

Activating DCOM (Distributed
COM) option in this computer

Authentication level

Standard properties

Using the standard properties (see Fig. 3-5: DCOM configurator: Stan-
dard properties), the administrator can define the settings for authentica-
tion and identity change throughout the computer.

Distributed COM Configuration Properties

Applications  Default Properties | Default Security | Default F'ruh:u:ulsl

¥ Enable Distibuted COM on this computer

[ Enable COM Internet Services on this compter

— Drefault Diztibuted COM communication properties

T he Authentication Level specifies security at the packet level.

Drefault Authentication Lesvel:

Drefault j

T he Imperzonation Level zpecifies whether applications can
determing who iz caling them, and whether the application can do
operations uzing the clignt's identiby.

Default Imperzonation Lesvel:
[ Identify =]

[T Provide additional security for reference tracking

0k I Cancel ] L]

Fig. 3-5: DCOM configurator: Standard properties

The Activating DCOM (Distributed COM) in this computer option is the
main switch for the DCOM settings. All incoming and outgoing remote
calls of the computer are rejected if this check box is not activated. This
option is activated when the system is installed for the first time.

The default authentication level defines the basic authentication level of
this system. Each component can overwrite this value.

Authentication level

Description

Default Currently, this corresponds to the authentication on link level.

None No authentication

Connecting The client is authenticated once only when it establishes a link to the
server for the first time.

Calling The client is authenticated at the beginning of each remote invocation.

Packet The system authenticates that all received data items come from the client

from whom they are expected.

Packet integrity

All data items are authenticated, and it is ensured that the data has not
been modified during the transfer between client and server.

Packet privacy

All parameters that are transferred in remote calls are authenticated, veri-
fied and encoded.

Fig. 3-6: DCOM configurator-default properties: Possible authentication levels
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Identity change level

The default identity change level option defines the basic identity change
level clients grant to their servers in this system. It is assumed that no
component overwrites this value.

From the client's perspective, the identity level Anonymous is the safest
setting because here the component is unable to obtain any information
about the client.

The Identify level is selected as the default value.

Default identity change level

Description

Anonymous The server is anonymous to the client. The server is not in a position to
determine the client’s identification data and is therefore unable to pass
itself off as the client.

Identifying The server is able to determine the client’s identification data. For the pur-

pose of ACL transfer, it can identify itself as the client, but it cannot access
system objects as a client.

Representing

The server is able to simulate the client’s security concept whilst it acts as
a representative of the client.

Delegating

The server is able to simulate the client’s security concept whilst it invokes
other devices as a representative of the client.

Fig. 3-7: DCOM configurator-default properties: Identity change levels

Default security

The default security dialog is used for configuring the default access and
default start privileges throughout the computer.

Distributed COM Configuration Properties

Applications | Default Properties  Default Security | Default F'ru:utu:u:u:ulsl

— Default Acceszs Permizzions

r'ou may edit who iz allowed to access applications that do not
provide their own sethings

— Default Launch Permizzions

You may edit who iz allowed ta launch applications that do not
provide their own gettings.

Edit Default...

— Default Configuration Permizzions

Y'ou may edit the lizt of ugers that are allowed to modify OLE clazs
configuration information.  Thiz includes installing new OLE servers
and adjuzting the configuration of existing OLE zervers.

Edt Default.. |

k. Cancel | Sl |

Fig. 3-8: DCOM configurator: Default security dialog
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These settings are used by components that do not provide their own
settings. Pressing the Change default button under Default access privi-
leges displays a list of the users and user groups that may implicitly have
a privilege granted or denied.

All entries can be found in the system registration under
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Ole. The following val-
ues are of interest here:

HKEY_LM\SOFTWARE\Microsoft\Ole | Description

DefaultLaunchPermission

Defines who is allowed to start components. Default may start administra-
tor, system account and interactive user component.

DefaultAccessPermission

Defines who is allowed to access the component. The default value is
empty.

LegacyAuthenticationLevel

Defines the default authentication level (default or connecting).

LegacylmpersonationLevel

Defines the default imitation level. The default value is identifying.

Fig. 3-9: Default security settings in the system registration

Note: Any modifications of the default settings will only take effect
after the computer has been rebooted.

Component-related security settings

These component-related security settings overwrite the computer-wide
default settings. All these entries are stored in the system registration
under the ApplD of the components.

HKEY_CLASS_ROOT\AppID\{AppID of the component}.

The following four values correspond exactly to the four areas of the COM
security model (start, access, authentication, and identity control).

ApplD values

Description

LaunchPermission

Defines who is allowed to start the component.

AccessPermission

Defines who is allowed to access the component.

AuthenticationLevel

Defines the authentication level of the component.

RunAs

Defines the user account that controls the execution of the
component.

Fig. 3-10: Component-related security settings

The component-related security settings can be reached by selecting the
component in the component list (invoked via the applications register
card - see Fig. 3-4: DCOM configurator: Component list), and pressing
the Property button. Clicking on the register card Security shows the dia-
log that is represented in Fig. 3-11: DCOM configurator: Component-
related security settings.
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OPC Indramat Server Version 1.0 Properties I

Eenerall Location  Security | Identit_ul Endpu:uintsl

% Ilze default access permizsions

17 Usze custom access pemissions
Y'ou may edit who can access thiz application.
Edit...
& |Jze default launch permissions
17 Usze custom launch permizsions
Y'ou may edit who can launch thiz application.
Edits..

7 Use default configuration permiszions

% |ze custom configuration permissions

“'ou may edit who can change the configuration infarmation far this
application,

Edi... |

] I Cancel | i )1 |

Identity

Fig. 3-11: DCOM configurator: Component-related security settings

These options concern the values AccessPermission and LaunchPermis-
sion. The default privileges accept the default values. Thus, only adminis-
trator, system account, or interactive user may have access after a first-
time installation.

For anonymous activation and anonymous access, the following user
values (Any) must be defined for start and access privilege and authenti-
cation level on the setting None (RPC_C_AUTH_LEVEL_NONE).

Identity defines under whose control the component shall be executed.

On the Identity register card, there are three options for the definition of
the user account: Interactive user; user who starts the application; and
This user. Any modifications that were performed concern the value
RunAs of the AppID.

DOK-CONTRL-OPC*SERVER*-FKO01-EN-P
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User who starts the application is used as default of the component’s
identity setting. This value is not entered as RunAs for the ApplID. This
setting means that the security references of the client process are used
during the execution of the component. Components with this identity
contain incomplete security references (for example, remote calls to other
computers are not possible or common files in the network cannot be
accessed).

When the identity Interactive user is selected, the component is executed
under the control of the currently logged-on user. Three problems result
with this setting:

« The component can only be executed when a user has logged on.
» ltis not previously known who has logged on.
« The component "dies" if the user logs off during execution.

The option This user defines that the component shall be executed under
the control of a special user account.

A user account COM employs for log-on purposes must have the special
privilege Log on as batch processing job assigned. Otherwise, COM will
not be able to successfully log on using this account.

This privilege Log on as batch processing job is assigned with the help
of the user manager: User manager / guidelines / user privileges and acti-
vate displaying further user privileges.

OPC Indramat Server Yersion 1.0 Properties I

Generali Lu:u:atiu:un! Security  ldentity i Endpnintsi

Wwihich uzer account do you want to uze to rwn this application’?

£ The |launching user

& Thiz uzer:

] 1 Cancel Lpply

Fig. 3-12: DCOM configurator: Component-related identity settings

Rexroth
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Program-controlled security

ColnitializeSecurity function

The developing engineer integrates program-controlled
security settings into a component.

Configuring security settings in the registration offers certain advantages:
It does not require any special precautions at the side of the component
developer and it gives the administrator a higher flexibility in configuring
the security settings.

For most components, a combined approach is the best choice.

ColnitializeSecurity defines the default security values of a given process.
If a process does not invoke this function itself, COM automatically initi-
ates the invocation of the function. Thus, COM determines the security
setting from the registration.

The dwAuthnLevel and dwimpLevel parameters are the two most impor-
tant transfer parameters of the above-mentioned function.

In the invocation of ColnitializeSecurity, the Client employs the
dwAuthnLevel parameter to declare the default authentication level it
wants to use for outgoing calls. The settings specified by the component
in the invocation of ColnitializeSecurity with the dwAuthnLevel parameter
define the lowest level on which client calls are accepted.

In each connection between a client and a component, COM determines
the authentication setting of the parties and automatically defines the
higher of the two settings as the authentication level. Consequently:
dwAuthnLevel client >= dwAuthnLevel server. The following settings are
valid for ConnectioPoints: dwAuthnLevel client == dwAuthnLevel server.

Anonymous access is permitted with the following settings: The first pa-
rameter of ColnitializeSecurity is initialized with ZERO and dwAuthnLevel
is set to flag RPC_C_AUTHN_LEVEL_NONE.

In the invocation of ColnitializeSecurity, the client employs the dwim-
pLevel parameter to define the default identity change level the client
wants to grant the components. This value is not used at the server side.

DOK-CONTRL-OPC*SERVER*-FKO01-EN-P
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Program-controlled security in
the Indramat OPC server

Possible configuration

Windows NT service packs (SP)

Network configuration

Declarative setting

As described in the OPC interfaces, not only the function calls from the
client to the server must be verified, but also the function calls from the
server to the client. The server employs the IConnectionPoint and IOP-
CAsynclO2 interface classes for invoking functions of the client.

Due to this interrelation, the Indramat OPC server employs Colnitialize-
Security with the following parameters, and tolerates any OPC client invo-
cation.

ColnitializeSecurity (NULL, lIpVoid
-1, llcAuthSve
NULL, llasAuthSvc
NULL, /IpReserved1
RPC_C_AUTHN_LEVEL NONE, IlldwAuthnLevel
RPC_C_IMP_LEVEL_IMPERSONATE, lldwimpLevel
NULL, lIpAuthinfo
EOAC_NONE, /ldwCapabilities
NULL); lIpvReserved2

As it is obvious from the previous Chapters, a DCOM configuration is very
complex since the declarative and program-controlled settings can influ-
ence the security and, consequently, the communication of client / server.

Furthermore, a diagnosis on the basis of the COM - HRESULT value is
more difficult as a COM error message may have several causes. To
facilitate an error diagnosis, you should therefore adhere to the following
configuration steps.

Windows NT 4.0 and SP 5 or later should be installed. Some settings are
not possible with SP 3.

The client and server computers should be entered in a common domain.
A common user with the same password must be entered in both com-
puters. The user interface version and/or the OPC server shall be in-
stalled under this user.

The default transfer protocol must be replaced at the server side. The
default value is UDP/IP. It should be changed to TCP/IP. Move it simply
upwards in the displayed list (SP 5 or later). The reason of this replace-
ment is a Microsoft error between DCOM and UDP/IP. The
DCOMCNFG.EXE configuration program must be used here.

These settings must be performed at the client side and at the server
side. Once DCOMCNFG.EXE has been executed, select the OPC server
"OPC Indramat Server Version 1.0" from the applications and change to
the Security side. Preconfigured user and user "Any' must be inserted at
User-defined access privileges and for Use user-defined start privileges,
Use user-defined configuration privileges.

Rexroth
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Program-controlled settings

The Indramat OPC server has a tolerant security setting with respect to a
CPC client. This setting must then be taken into account at the /IOPCDa-
taCallback and/or IOPCShutdown ConnectionPoints. Failure to do so
would make a sever / client interface connection via Advise impossible.
The client should therefor use the above-mentioned settings for invoking

ColnitializeSecurity.

Summary of DCOM settings

Server Client
General Domain Same domain Same domain
User Enter the same user and password and log on Enter the same user and
password and log on
manager
User Activate host account Activate host account
manager

Declarative only

dcomcenfg.exe

1 Applications select OPC Indramat Server
Version 1

2 General set authentication level to
None.

3 Security Use user-defined start privileges:
Enter Any and logged-on user

Enter Any user and logged-on user.

4 Security Use user-defined access privileges:

Declarative and
program-controlled

1 Applications select OPC Indramat Server
Version 1

2 Security Use user-defined start privileges:
Enter Any user and logged-on user.

Enter Any user and logged-on user.
4 Programming:
ColnitializeSecurity(

NULL,

-1,

NULL,

NULL,

RPC_C_AUTHN_LEVEL_NONE,
RPC_C_IMP_LEVEL_IMPERSONATE,

NULL,
EOAC_NONE,
NULL)

3 Security Use user-defined access privileges:

1 Programming: For /IOP-
CDataCallbak and
IOPCShutdown

ColnitializeSecurity(
NULL,

-1,

NULL,

NULL,

RPC_C_AUTHN_LEVEL_N
ONE,

RPC_C_IMP_LEVEL_IMPE
RSONATE,

NULL,
EOAC_NONE,
NULL);

2 Programming: improved
log-on

CoCreatelnstanceEx and
COSERVERINFO,
COAUTHINFO,

COAUTHIDENTITY struc-
tures

Fig. 3-13: Summary of the DCOM settings
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3.3 OPC Foundation Test Program

The OPC Foundation provides a program tool that permits an existing
OPC installation to be tested locally and/or remotely.

The following programs must be installed and/or applied for this test:

ActxPrxy.dll: [drive]:\winnt\system32. If this DLL does not exist, the
Aprxdist.exe installation program must be invoked.

OPCEnum.exe: [drive]:\winnt\system32 must be installed and regis-
tered with opcenum /regserver.

Enumtest.exe: Check console test program for an existing OPC in-
stallation. The application is explained using an exam-

ple.

M Werkniipfung mit Cmd. exe

D:xIndramat~0PCIndramat~Bin>enumtest
Al Chiszsholm’s OPC Server Browser Test Program UB.0A
Provided by Intellution Inc.

Checking Local DA 1.8 Servers using component catagories...
OPC.Fix.1

Version-related
program ID

Checking Local D 2.0 w
OPC. Indramat .1

Preparing to test OPCENUM.EXE...
Enter Server type: L{local), Ri{remotel, H{exit?
1

Local test
and result

Local Object Created
Got the ohject...

—end of list—

ProgID = OPC.Indramat.1, UserType = OPC Indramat Server Uersion 1.8

Preparing to test OPCEMUM.EHE...
Enter Server type: L{locall,R{(remotel, Hlexit)

Remote server

r
Enter Server NDdf:EEE_—————~———‘—"_—__—_—~_——_——_—_—~_——_——_——
195.232.142.78

Remote Object Created

ProglID = O?C.Indramat.l, UserType = OPC Indramat Server Uersion 1.8

—end of list—

Preparing to test OPCENUM.EHE...

Enter Server type: L{local?,R{(remotel, Hd{exit)>
x

Done...

Remote test
and result

D:sIndramat“0PCIndramat>BinX>

Fig. 3-14: Trace monitor main window
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4  Applicable Documents

[1] Data Access Custom Interface Standard Version 2.03 (July 27,
1999); http://www.opcfoundation.org.

[2] Data Access Automation Interface Standard Version 2.02 (Febru-
ary 4, 1999); http://www.opcfoundation.org.

[3] System200 Function Interface 04VRS Application Description,
Rexroth Indramat DOK-CONTRL-FUN*INT*V04-AWO01-DE-P

[4] OPC Common Definitions and Interfaces;
http://www.opcfoundation.org.
[5] Inside Distributed COM, Microsoft Press ISBN 3-86063-459-3
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7 Kundenbetreuungsstellen - Sales & Service
Facilities

Deutschland — Germany

vom Ausland: (x) nach Landeskennziffer weglassen!!

from abroad:

don’t dial (x) after country code!

Vertriebsgebiet Mitte X sares
Germany Centre X senvice

SERVICE

SERVICE

SERVICE

Rexroth Indramat GmbH
Bgm.-Dr.-Nebel-Str. 2
97816 Lohr am Main

+49 (0)9352/40-0
+49 (0)9352/40-4885

Telefon:
Telefax:

Kompetenz- Zentrum Europa

CALL ENTRY CENTER
MO - FR von/from 7 -18

Tel. +49 (0) 9352 40 50 60
service@indramat.de

HOTLINE

MO - FR von / from 17 - 07
+SA /SO

Tel.: +49 (0)172 660 04 06
oder / or
Tel.: +49 (0)171 333 88 26

ERSATZTEILE / SPARES
verlangerte Ansprechzeit:
- extended office time -
¢ nur an Werktagen
- only on working days -
¢ von 15 -18 Uhr
- from 15-18 o'clock -

Tel. +49 (0) 93 52/40 42 22

g SALES
g Service

Vertriebsgebiet Sud
Germany South

Gebiet Stidwest X sates
Germany South-West X senice

& SALES

Service

Vertriebsgebiet Ost
Germany East

Vertriebsgebiet Nord [ saies
Germany North X service

Rexroth Indramat GmbH
Ridlerstrale 75
80339 Munchen

Mannesmann Rexroth AG

Vertrieb Deutschland — VD-BI
Geschéftsbereich Rexroth Indramat
Regionalzentrum Sudwest

Rexroth Indramat GmbH
Beckerstrae 31
09120 Chemnitz

Mannesmann Rexroth AG
Vertriebsniederlassung Region Nord
Gesch.ber. Rexroth Indramat
Walsroder Str. 93

Telefon: +49 (0)89/540138-30 ; Telefon:  +49 (0)371/35 55-0

Telefax: +49 (0)89/540138-10 Ringsirasse 10 | postach L4% | Telefax:  +49 (0)371/35 55333 | 30993 Langenhagen

indramat.mue@t-online.de Telefon: +49 (0) 511/72 66 57-0
Tel.: +49 (0)711/57 61-100 Telefax: +49 (0) 511/72 66 57-93
Fax: +49 (0)711/57 61125

Vertriebsgebiet West X saes Vertriebsgebiet Mitte X saes Vertriebsgebiet Ost X saes Vertriebsgebiet Nord X saes

Germany West X service Germany Centre [ service Germany East [ service Germany North [ service

Mannesmann Rexroth AG
Vertrieb Deutschland
Regionalzentrum West
Borsigstrasse 15

D - 40880 Ratingen

+49 (0)2102/409-0
+49 (0)2102/409-406

Telefon:
Telefax:

Mannesmann Rexroth AG
Gesch.ber. Rexroth Indramat
LilistralRe 14-18

63067 Offenbach

Telefon: +49 (0) 69/82 00 90-0
Telefax: +49 (0) 69/82 00 90-80

Mannesmann Rexroth AG
GB Rexroth Indramat GmbH
Holzh&user Str. 122

04299 Leipzig

+49 (0)341/86 77-0
+49 (0)341/86 77-219

Telefon:
Telefax:

Rexroth Indramat GmbH
Kieler StraRe 212
22525 Hamburg

+49 (0)40/85 31 57-0
+49 (0)40/85 31 57-15

Telefon:
Telefax:

Kundendienstniederlassungen in Deutschland - Service agencies in Germany
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OPC-Server

Europa — Europe

vom Ausland: (x) nach Landeskennziffer weglassen,
don’t dial (x) after country code,

from abroad:

0 nach Landeskennziffer mitwahlen (ltalien)!
dial O after country code (ltaly)!

Hagelingasse 3

Industriepark 18

Austria X saces [ senvice Austria X saes Msenice Belgium X saes X senvice Denmark X saes X senvice
Mannesmann Rexroth Ges.m.b.H. Mannesmann Rexroth G.m.b.H. Mannesmann Rexroth N.V.-S.A. BEC AS
Gesch.ber. Rexroth Indramat Gesch.ber. Rexroth Indramat Gesch.ber. Rexroth Indramat Zinkvej 6

Industrielaan 8

DK-8900 Randers

A - 1140 Wien A - 4061 Pasching B-1740 Ternat

Telefon:  +43 (0)1/9852540-400 Telefon:  +43 (0)7221/605-0 Telefon:  +32 (0)2/5830719 Telefon:  +45 (0)87/11 90 60

Telefax:  +43 (0)1/9852540-93 Telefax:  +43 (0)7221/605-21 Telefax:  +32 (0)2/5830731 Telefax:  +45 (0)87/11 90 61
E-mail: indramat@rexroth.be

Czech Rep. X saies [ senvice England X sates X senvice Finland X saes [ senvice France X saes X senvice

Mannesmann-Rexroth, spol.s.r.o.
Hviezdoslavova 5

Mannesmann Rexroth Ltd.
Rexroth Indramat Division

Rexroth Mecman Oy
Rexroth Indramat division

Mannesmann Rexroth S.A.
Division Rexroth Indramat

CS - 627 00 Brno Broadway Lane, South Cerney Ansatie 6 Parc des Barbanniers
Telefon:  +420 (0)5/48 126 358 GB - Cirencester, Glos GL7 5UH SF-017 40 Vantaa 4, Place du Village
Telefax:  +420 (0)5/48 126 112 Telefon:  +44 (0)1285/863000 Telefon:  +358 (0)9/84 91-11 F-92632 Gennevilliers Cedex
Telefax:  +44 (0)1285/863030 Telefax:  +358 (0)9/84 91-13 60 Telefon:  +33 (0)141 47 54 30
Telefax:  +33 (0)147 94 69 41
Hotline: ~ +33 (0)6 08 33 43 28
France X saces [ senvice France X saces [ senvice Hungary X saes [ senice Italy DX saces X senvice

Mannesmann Rexroth S.A.
Division Rexroth Indramat
270, Avenue de Lardenne

Mannesmann Rexroth S.A.
Division Rexroth Indramat
91, Bd. Iréne Joliot-Curie

Mannesmann Rexroth Kft.
Angol utca 34
H - 1149 Budapest

Mannesmann Rexroth S.p.A.
Divisione Rexroth Indramat
Via G. Di Vittoria, 1

|- 20063 Cernusco S/N.MI

F - 31100 Toulouse F - 69634 Vénissieux — Cedex Telefon:  +36 (1) 364 00 02

Telefon: +33 (0)5 61 49 95 19 Telefon: +33 (0)4 78 78 53 65 Telefax:  +36 (1) 383 19 80 Telefon:  +39 02/92 365 270
Telefax: +33 (0)5 61 31 00 41 Telefax: +33 (0)4 78 78 53 62 Telefax: ~ +39 02/700 408 252378
Italy X saes X senice Italy X saces [ senvice Italy X saes [ senvice Italy B saces [ senice

Mannesmann Rexroth S.p.A.
Divisione Rexroth Indramat
Via Borgomanero, 11

| - 10145 Torino

Mannesmann Rexroth S.p.A.
Divisione Rexroth Indramat

Via del Progresso, 16 (Zona Ind.)
| - 35020 Padova

Mannesmann Rexroth S.p.A.
Divisione Rexroth Indramat

Via Mascia, 1

| - 80053 Castellamare di Stabia NA

Mannesmann Rexroth S.p.A.
Divisione Rexroth Indramat
Viale Oriani, 38/A

| - 40137 Bologna

Telefon:  +39 011/7 50 38 11 Telefon:  +39 049/8 70 13 70 Telefon:  +39 081/8 71 57 00 Telefon:  +39 051/34 14 14
Telefax: ~ +39 011/7 71 01 90 Telefax:  +39 049/8 70 13 77 Telefax:  +39 081/8 71 68 85 Telefax:  +39 051/34 14 22
Netherlands X saes [ senvice Netherlands [ saces X sewice Norway B saces [ senvice Poland X saes [ senice

Hydraudyne Hydrauliek B.V.
Kruisbroeksestraat 1

(P.O. Box 32)

NL - 5281 RV Boxtel

Hydrocare B.V.
Kruisbroeksestraat 1
(P.O. Box 32)

NL - 5281 RV Boxtel

Rexroth Mecman AS

Rexroth Indramat Division
Berghagan 1 or: Box 3007

N -1405 Ski-Langhus N -1402 Ski

Mannesmann Rexroth Sp.zo.o.
Biuro Poznan

ul. Dabrowskiego 81/85

PL - 60-529 Poznan

Telefon:  +31 (0)411/65 19 51 Telefon:  +31 (0)411/65 19 51 Telefon:  +47 (0)64 86 41 00 Telefon:  +48 061/847 67 99
Telefax:  +31 (0)411/65 14 83 Telefax:  +31 (0)411/67 78 14 Telefax:  +47 (0)64 86 90 62 Telefax:  +48 061/847 64 02
e-mail: indramat@hydraudyne.nl
Rumania X saes [ senice Russia X saes X senvice Spain DX saces X senvice Spain DX saces X senvice
Mannesmann Rexroth Sp.zo.o. Tschudnenko E.B. Mannesmann Rexroth S.A. Goimendi S.A.
Str. Drobety nr. 4-10, app. 14 Arsenia 22 Division Rexroth Indramat Divisién Rexroth Indramat
RO - 70258 Bucuresti, Sector 2 RUS - 153000 Ivanovo Centro Industrial Santiga Parque Empresarial Zuatzu
Telefon:  +40 (0)1/210 48 25 Rufland Obradors s/n C/ Francisco Montagne no.2
+40 (0)1/210 29 50 Telefon:  +7 093/223 96 33 08130 Santa Perpetua de Mogoda 20018 San Sebastian
Telefax: ~ +40 (0)1/210 29 52 oder/or +7 093/223 95 48 Barcelona Telefon: +34943318421
Telefax:  +7 093/223 46 01 Telefon:  +34 937 47 94 00 - service: +34 943318456
Telefax:  +34 937 47 94 01 Telefax:  +34 943318427
- service: +34 943318449
Sweden X saces X senvice Slowenia X saes X service Switzerland-East- [saies B senice | Switzerland-West- Rsaes [ senice

Rexroth Mecman Svenska AB
Rexroth Indramat Division
Varuvéagen 7

S - 125 81 Stockholm

Rexroth Indramat
elektromotorji d.o.o.
Otoki 21

SLO - 64 228 Zelezniki

Mannesmann Rexroth Schweiz AG
Gesch.ber. Rexroth Indramat
Gewerbestrale 3

CH - 8500 Frauenfeld

Mannesmann Rexroth Suisse SA
Département Rexroth Indramat
Rue du village 1

CH - 1020 Renens

Mannesmann Rexroth Hidropar A..S.
Fevzi Cakmak Cad No. 3
TR - 34630 Sefakdy Istanbul

Telefon:  +90 212/541 60 70
Telefax: ~ +90 212/599 34 07

Telefon:  +46 (0)8/727 92 00 Telefon:  +386 64/61 73 32 Telefon:  +41 (0)52/720 21 00 Telefon:  +41 (0)21/632 84 20
Telefax:  +46 (0)8/647 32 77 Telefax:  +386 64/64 71 50 Telefax:  +41 (0)52/720 21 11 Telefax:  +41 (0)21/632 84 21
TUkay |Z| SALES m Service

Européaische Kundendienstniederlassungen (ohne Deutschland) - European Service agencies (without Germany)
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Africa, Asia, Australia — incl. Pacific Rim

vom Ausland:
from abroad:

(x) nach Landeskennziffer weglassen!
don’t dial (x) after country code!

& SALES & Service

Australia

g SALES D Service

Australia

China X saces X senvice

China X saces [ senice

AIMS - Australian Industrial
Machinery Services Pty. Ltd.
Unit 3/45 Horne ST
Campbelifield , VIC 3061
AUS - Melbourne

Mannesmann Rexroth Pty. Ltd.
No. 7, Endeavour Way
Braeside Victoria, 31 95

AUS — Melbourne

Rexroth International Trade
(Shanghai) Co., Ldt.

Wai Gaogiao Free Trade Zone
No.122, Fu Te Dong Yi Road
Shanghai 200131 - P.R.China

Mannesmann Rexroth (China) Ldt.
15/F China World Trade Center

1, Jianguomenwai Avenue

Beijing 100004, P.R.China

Telefon:  +86 10/65 05 03 80
Telefon:  +61 (0)3/93 59 02 28 . Telefon:  +86 21/58 66 30 30 Telefax:  +86 10/65 05 03 79
; Telefon:  +61 (0)3/95 80 39 33 .
Telefax:  +61 (0)3/93 59 02 86 Telefax:  +61 (0)3/95 80 17 33 Telefax:  +86 21/58 66 55 23
Email: mel@rexroth.com.au
China X saces [ senvice China X saes [ senice Hongkong X sates Xl senice India X saes X senice

Mannesmann Rexroth (China) Ldt.
A-5F., 123 Lian Shan Street

Sha He Kou District

Dalian 116 023, P.R.China

Mannesmann Rexroth (China) Ldt.
Guangzhou Repres. Office

Room 1014-1016, Metro Plaza,

Tian He District, 183 Tian He Bei Rd
Guangzhou 510075, P.R.China

Rexroth (China) Ldt.

1/F., 19 Cheung Shun Street
Cheung Sha Wan,

Kowloon, Hongkong

Mannesmann Rexroth (India) Ltd.
Rexroth Indramat Division

Plot. A-58, TTC Industrial Area
Thane Turbhe Midc Road
Mahape Village

Telefon:  +86 411/46 78 930 Telefon:  +852 22 62 51 00 IND - Navi Mumbai - 400 701
Telefax: ~ +86 411/46 78 932 Telefon:  +86 20/8755-0030 Telefax:  +852 27 41 33 44
+86 20/8755-0011 Telefon:  +91 (0)22/7 61 46 22
Telefax:  +86 20/8755-2387 Telefax:  +91 (0)22/7 68 15 31
India X saces X senice Indonesia DX saces X senvice Japan O sares X senice Japan X saces X senice

Mannesmann Rexroth (India) Ltd.
Rexroth Indramat Division

PT. Rexroth Wijayakusuma
JI. Raya Bekasi Km 21

Rexroth Automation Co., Ltd.
Service Center Japan

Rexroth Automation Co., Ltd.
Rexroth Indramat Division

Plot. 96, Phase llI Pulogadung Yutakagaoka 1810, Meito-ku, 1F, I.R. Building

Peenya Industrial Area RI - Jakarta Timur 13920 NAGOYA 465-0035, Japan Nakamachidai 4-26-44, Tsuzuki-ku

D) - EEmEEeE - S0 Telefon:  +62 21/4 61 04 87 Telefon:  +81 (0)52/777 88 41 OIOI A A e bt ST

Telefon:  +91 (0)80/8 39 73 74 +62 21/4 61 04 88 +81 (0)52/777 88 53 Telefon:  +81 (0)45/942 72 10

Telefax:  +91 (0)80/8 39 43 45 Telefax:  +62 21/4 60 01 52 +81 (0)52/777 88 79 Telefax:  +81 (0)45/942 03 41
Telefax:  +81 (0)52/777 89 01

Korea X saces X senice South Africa Xl saies X senice Taiwan B saces [ senice Thailand X saces X senice

Mannesmann Rexroth-Korea Ltd.
Rexroth Indramat Division
1500-12 Dadae-Dong- Saha-Ku
Pusan, 604-050

Republic of South Korea

+82 (0)51 26 00 741
+82 (0)51 26 00 747

Telefon:
Telefax:

TECTRA Automation (Pty) Ltd.
28 Banfield Road,Industria North
RSA - Maraisburg 1700

+27 (0)11/673 20 80
+27 (0)11/673 72 69

Telefon:
Telefax:

Rexroth Uchida Co., Ltd.
No.1, Tsu Chiang Street

Tu Cheng Ind. Estate

Taipei Hsien, Taiwan, R.O.C.

+886 2/2 68 13 47
+886 2/2 68 53 88

Telefon:
Telefax:

NC Advance Technologies Co. Ltd.
59/76 Moo 9

Soi Ramintra 34

Ramintra Road, Tharang, Bangkhen
Bangkok 10220

Telefon: +66 2 943 70 62

+66 2 943 71 21
Telefax: +66 2 509 23 62
sonkawin@hotmail.com

Kundendienstniederlassungen in Afrika, Asien, Australien, Pazifik - Service agencies in Africa, Asia, Australia, Pacific Rim
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Nordamerika — North America

USA X saes X senice

USA X saes X senvice

USA X saes X senvice

USA X saces [ senice

Mannesmann Rexroth Corporation
Rexroth Indramat Division

5150 Prairie Stone Parkway

USA -Hoffman Estates, IL 60192-3707

Mannesmann Rexroth Corporation
Rexroth Indramat Division

Central Region Technical Center
USA - Auburn Hills, MI 48326

Mannesmann Rexroth Corporation
Rexroth Indramat Division
Southeastern Technical Center
3625 Swiftwater Park Drive

USA - Suwanee

Mannesmann Rexroth Corporation
Rexroth Indramat Division
Northeastern Technical Center

99 Rainbow Road

USA - East Granby,

Telefon:  +1 847/6 45 36 00 Telefon:  +1 248/3 93 33 30 . :
Telefax:  +1 847/6 45 62 01 Telefax:  +1 248/3 93 29 06 GreaE SU7A Connecticut 06026
service@indramat.com Telefon:  +1770/9 32 32 00 Telefon:  +1 860/8 44 83 77

. +1770/9 32 19 03
Competence Centre America +1 860/8 44 85 95
USA X sates [ senvice USA Service HOTLINE Canada East X saes X senice Canada West X saies X senvice

Mannesmann Rexroth Corporation
Rexroth Indramat Division
Charlotte Regional Sales Office
14001 South Lakes Drive

USA - Charlotte,

+1-800-860-1055

- 7 days / 24hrs -

Basic Technologies Corporation
Burlington Division

3426 Mainway Drive

Burlington, Ontario

Canada L7M 1A8

Basic Automation Burnaby
5345 Goring St.

Burnaby, British Columbia
Canada V7J 1R1

. Tel. +1 604 / 205-5777
North Carolina 28273 Telefon:  +1 905/335 55 11 Fax +1 604 / 205-6944
Telefon:  +1 704/5 83 97 62 Telefax:  +1 905/335-41 84 N ey
+1 704/5 83 14 86 : .
Sudamerika — South America
Argentina & SALES D Service Argemina g SALES g Service Brazil g SALES g Service Brazil & SALES g Service
Mannesmann Rexroth S.A.I.C. NAKASE Mannesmann Rexroth Mannesmann Rexroth

Division Rexroth Indramat
Acassusso 48 41/7
RA - 1605 Munro (Buenos Aires)

Telefon:  +54 (0)11/4756 01 40
Telefax:  +54 (0)11/4762 6862
mannesmann@mannesmannsaicAcomAar

Servicio Tecnico CNC
Calle 49, No. 5764/66
RA - 1653 Villa Balester
Prov. - Buenos Aires

Telefon:  +54 (0) 11/4768 36 43
Telefax:  +54 (0) 11/4768 24 13
e-mail: nakase@usa.net

nakase@infovia.com.ar

Automacéo Ltda.

Diviséo Rexroth Indramat
Rua Georg Rexroth, 609

Vila Padre Anchieta

BR - 09951-270 Diadema-SP
[ Caixa Postal 377 ]

[ BR-09901-970 Diadema-SP ]

Telefon:  +55 (0)11/745 90 60
+55 (0)11/745 90 70
Telefax:  +55 (0)11/745 90 50

e-mail: awittwer@rexroth.com.br

Automacao Ltda.

Diviséo Rexroth Indramat

R. Dr.Humberto Pinheiro Vieira, 100
Distrito Industrial

BR - 89220-390 Joinville - SC

[ Caixa Postal 1273 ]

Tel./Fax: +55 (0)47/473 58 33
Mobil: +55 (0)47 974 66 45
e-mail: prochnow@zaz.com.br

& SALES & Service

Mexico

Mannesmann Rexroth Mexico S.A.
de C.V.

Calle Neptuno 72

Unidad Ind. Vallejo

MEX - 07700 Mexico, D.F.

Telefon: +52 5754 17 11
+52 5 754 36 84
+52 5 754 12 60
Telefax:  +52 5 754 50 73

+52 5752 59 43

Kundendienstniederlassungen in Nord-/ Siidamerika - Service agencies in North- & South- America
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