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2 Important directions on use

2.1 Intended use

2.1.1 Introduction

Rexroth products are developed and manufactured to the state-of-the-art.
The products are tested prior to delivery to ensure operational safety and relia-

bility.
A WARNING

NOTICE

Personal injury and damage to property due to incorrect
use of products!

The products may only be used as intended.

Failure to use the products as intended may cause situa-
tions resulting in property damage and personal injury.

Damages resulting from unintended use

Rexroth As the manufacturer does not assume any
warranty, liability or compensatory claims for damages
resulting from unintended use of the products. The user
alone shall bear the risks of an unintended use of the
products.

Before using Rexroth products, make sure that all the
prerequisites for an intended use of the products are
met:

- Personnel that in any way, shape or form uses
Rexroth products must first read and understand the
relevant safety instructions and be familiar with their
intended use

- Leave hardware products in their original state, i.e.,
do not make any structural modifications. It its not
permitted to decompile software products or alter
source codes

- Do not install damaged or defective products or com-
mission them

- It has to be ensured that the products have been
installed as described in the relevant documentation

2.1.2 Areas of use and application
Products of the ctrIX series are suitable for Motion/Logic applications.

NOTICE

Products of the ctrIX series may only be used with
the accessories, mounting parts, and other components
specified in this documentation. Components that are
not expressly mentioned must neither be attached nor
connected. The same applies to cables and lines.

Only to be operated with the hardware component con-
figurations and combinations expressly specified and
with the software and firmware specified in the corre-
sponding documentations and functional descriptions.

Products of the ctrIX series are suitable for single-axis as well as for multi-axis
drive and control tasks. Device types with different equipment and interfaces
are available for using the system in specific applications.

R911403785, Edition 06
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Typical areas of application:

e Building automation

e loT and Security Gateway or Device

e Handling & Robotic

Controls of the ctrIX CORE series may only be operated under the mounting
and installation conditions, in the position of normal use and under the

ambient conditions (temperature, degree of protection, humidity, EMC, etc.)
specified in the related documentations.

2.2 Unintended use

"Unintended use" refers to using the ctriX products outside of the above-men-
tioned areas of application or under operating conditions and technical data
other than described and specified in the documentation.

ctrIX products must not be used if they are exposed to following conditions:

e Operating conditions that do not meet the specified ambient conditions.
Operation under water, under extreme temperature fluctuations or under
extreme maximum temperatures is prohibited

e Applications that have not been expressly authorized by Rexroth

Bosch Rexroth AG R911403785, Edition 06
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Safety instructions

The Safety instructions contained in the available application documentation
feature specific signal words (DANGER, WARNING, CAUTION or NOTICE) and,
where required, a safety alert symbol (in accordance with ANSI 7535.6-2006).

The signal word is meant to draw the reader's attention to the safety instruc-
tion and identifies the hazard severity.

The safety alert symbol (a triangle with an exclamation point), which precedes
the signal words DANGER, WARNING and CAUTION, is used to alert the reader
to personal injury hazards.

The Safety instructions in this documentation are designed as follows:

A DANGER In case of r.10n-c'or.npllan'ce with this safety instruction,
death or serious injury will occur.

In case of non-compliance with this safety instruction,

A WARNING death or serious injury could occur.

In case of non-compliance with this safety instruction,
minor or moderate injury could occur.

NOTICE In case of non-compliance with this safety instruction,
property damage could occur.

A CAUTION

Bosch Rexroth AG

Safety instructions
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Remote Agent
Remote Agent

The Remote Agent is a software package to connect to the central ctrlX Device
Portal. The software inventory of the control can be updated using the Remote
Agent.

The ctrIX Device Portal is a fee-based cloud service for the worldwide manage-
ment of ctrIX devices, see = Chapter 5.1 Introduction on page 13.

On ctrIX CORE Virtual, the Remote Agent functions are not supported.

Sources of information in the web
e ~Remote Agent website

Setup

Before using the Remote Agent application, Bosch Rexroth has to provide a cer-
tificate & encryption file. Subsequently, insert these files using the "Certificates
& Keys“ app, see "ctrIX CORE Runtime", Application Manual (R911403768),
chapter » Working with ctrIX CORE — Managing certificates and keys

The Remote Agent has to be installed in the apps.

Starting and operating
The Remote Agent is integrated in the web interface of the ctrIX CORE control.

The Remote Agent can be found in the ctrIX CORE side navigation: “Remote
Agent”

The Remote Agent node in the side navigation contains the following subnodes:

e “Device Overview”, see =~ Chapter 6.1.1 Window - Device Overview
on page 23

e “Activity Overview”, see =~ Chapter 6.1.2 Window - Activity Overview
on page 24

e “Add Device”, see = Chapter 6.1.3 Window — Add Device on page 25

Further information
e ~ Chapter 5.1 Introduction on page 13

Confirming remote activities on the ctriX device

Via the ctrlX Device Portal, activities can be transmitted to the ctrlX device
for execution; e.g. to establish a remote connection or to update software, see
~ Chapter 5.8 Executing remote activities on the ctrIX device on page 17.

In the default setting, the execution of activities requires a confirmation by the
ctriX device or the user.

The confirmation is given in the “Activity Overview” window in the ctrIX CORE
web interface, see = Chapter 6.1.2 Window — Activity Overview on page 24.

R911403785, Edition 06 Bosch Rexroth AG
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Configuring the confirmation

The confirmation type cannot be configured in the ctriX device:

e Accept

e Reject

e Ask user

The modifications are only applied when clicking on the interface.

Find the configuration in the ctrlX CORE web interface in the side navigation:
“Remote Agent — Device Overview — Tab Policies”

Refer to = Chapter 6.1.1 Window — Device Overview on page 23

4.3 Enabling or disabling the remote connection

Remote connections between ctrIX CORE and the ctrIX Device Portal can be
controlled in the Remote Agent on ctrIX CORE.

In the ctrIX CORE web interface, open the window:
“Remote Agent — Device Overview”

Under “Actions”, the remote connections can be enabled or disabled.
Buttons:

e ¢ Disables remote access
e s Enables remote access

Bosch Rexroth AG R911403785, Edition 06
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ctriX Device Portal

Introduction

The ctrIX Device Portal is a fee-based cloud service for the worldwide manage-
ment of ctrIX devices during the entire life cycle (Remote Device Management).
By using the ctrIX Device Portal, new functions (apps) can be distributed,
updates, backup and restore actions can be executed and diagnostic options
are possible via remote access. The ctrlX Device Portal provides an overview of
all connected ctrlX devices. Actions on the target device can be executed. The
ctrIX Device Portal is user-friendly and can easily be integrated in an existing IT
infrastructure.

Core features:

e Central management of all connected devices
- Information about the device pool/type and number
- Display of device firmware/error status
e Targeted software provision, e.g. installation of apps and licenses (also cus-
tomer-specific apps possible)
Installing updates
Back up and restore
Option for remote maintenance and status analysis via a secure connection

ctrlX Device Portal facra

103 Search

Currently, ctrIX CORE Virtual is not supported by the ctrlX Device Portal.

Additional documentations

ctrIX Device Portal Application Manual
Contents

General product description of the ctrlX Device Portal
System requirements

Generating a Bosch ID and a tenant ID

User interface of the ctrIX Device Portal

Adding devices

Access Management (user management)

Private Artifact Repository (rolling out and managing individual software
components)

Bosch Rexroth AG

ctrlX Device Portal
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Download
~ PDF for download (EN / provided by Bosch Connected Industry)

Wi Auatirvstams | s blimeal

Device Portal
¥

5.2.2 ctriX Device Portal website
~ Link to the ctrIX website

= rexroth = 2 =
A Basch Company Contact myRexroth Easket

= | TRENDING

PR Colicction of How-to blogs and
[N P— . (e —— 55, videos for ctriX AUTOMATION
e . : . — LS4

HOW-TO

ctriX developR Challenge - Push

your ideas two steps ahead

Store | Julianw | 3 weeks ago Share <

CTRLX DEVICE PORTAL

Start to efficiently servicing machines with one central tool, shift variance into software by
liberation from fixing functions at SOP, increase after sales by selling functions via update over the
air, improve security by frequent software updates on hand and ease digitization with remote

management. Setup actriX CORE & PLC
B Programming
The ctriX Device Portal is a cleud service for remote device management. It enables the user to
EXAMPLE

inventory its devices, to control, to carry out direct remote access or to manage them (e g to

Become a ctriX World Partner

HOW-TO

induce software updates, trigger backups or restore) - with just one click around the world!

5.2.3 ctriX Device Portal FAQ
~ Link to the ctrIX Device Portal FAQ

Bosch Rexroth AG R911403785, Edition 06
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= rexroth
& Bosch Company

TRENDING

Collection of How-to blogs and
videos for ctriX AUTOMATION

ctriX developR Challenge - Push

r'(E;’ your ideas two steps ahead
e/

HOW-TO

How-to | Sunnykate | Sep 22, 2020 Share o

FAQ FOR CTRLX DEVICE PORTAL

Become a ctriX World Partner

Does the OEM do the updates etc. or can that be done by the end-user, too?

Updates can be done by users with the required role in the tenant where the device is registerd -

50 either party can do updates. Prereguisites: One has a ctriX Device Portal tenant contracted Setup actriX CORE & PLC
N . . . Programming

from Bosch Rexroth. One has registered the device with consent of the device owner in the =

tenant. EXAMPLE

Is the ctriX Device Portal also for existing products like MTX, MLC?

Mo, it is not planned to support legacy products. We start in the first step with ctrlX CORE and LATEST ARTICLES

add the suppert for more ctriX AUTOMATICN devices like the ctriX DRIVE in the future.

5.3 Access to the ctrIX Device Portal

Applying for access

The access to the ctrlX Device Portal can be applied for via the ctrIX Support &
Service website = Link

Requirements for use of the ctriX Device Portal

Required access data:

e Bosch-ID
For login at the ctrIX Device Portal.
The Bosch ID can be generated on the following Bosch page by registering:
~ https://identity-myprofile.bosch.com/ids/login

e Tenant ID
For unique identification of an enterprise or an organization.
The tenant ID is created by the Bosch Connected Industry and provided
together with the URL.

For more information about the Bosch ID or the tenant ID, refer to the applica-
tion manual for the ctrlX Device Portal = PDF for download (EN)

5.4 Adding the device to the ctrIX Device Portal

The basic requirement for remote access to a ctrlX device is that the target
device is known or registered in the ctrIX Device Portal.

Registering a ctrIX device at the ctrIX Device Portal is referred
to as “Add Device* and is realized in 5 steps, refer to
~ Chapter 6.1.3 Window — Add Device on page 25.

Ensure that you have access to the ctriX Device
Portal before starting the “Add Device* process, see
~ Chapter 5.3 Access to the ctrIX Device Portal on page 15.

5.5 Establishing a remote connection to the ctrlX device

Go to the ctrIX Device Portal to access the web interface of ctrIX CORE using a
remote connection, e.g. for remote maintenance.

R911403785, Edition 06 Bosch Rexroth AG
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Requirement: ctrlX CORE is registered in the ctrIX Device Portal, see process
“Add Device® = Chapter 5.4 Adding the device to the ctrIX Device Portal
on page 15.

Activity to establish a remote connection

The user can start to establish a remote connection in the ctrIX Device Portal
by transferring the “UPDATE_TUNNEL” activity to ctrIX CORE for execution.
The activity requests ctrIX CORE to establish a remote connection to the ctriX
Device Portal.

Depending on the configuration, it can be required that a pending activity first
has to be confirmed by the user at the device before executing the activity, see
~ Chapter 4.2 Confirming remote activities on the ctrIX device on page 11.

Related topics

e ~ Chapter 5.8 Executing remote activities on the ctrlX device on page 17
e ~ Chapter 4.3 Enabling or disabling the remote connection on page 12

5.6 Monitoring the device status

Use the ctrIX Device Portal to monitor the ctrIX device status.

If the device is known in the ctrIX Device Portal (claiming process) and if it is
active, the device transfers information to the ctriX Device Portal. The informa-
tion includes:

e Firmware version

e Firmware version bootloader
e Available software

e Online status

Related topics
e ~Chapter 5.4 Adding the device to the ctrlX Device Portal on page 15

5.7 Software provision on ctriX devices
The ctrIX Device Portal has a central server allowing to install or uninstall apps
or to install updates on the ctrlX device via remote access.

If the device is connected to the ctrIX Device Portal, it can receive and execute
activities of the ctrIX Device Portal, see = Chapter 5.5 Establishing a remote
connection to the ctrlX device on page 15.

Activities to manage the software on the device:
e ~|nstalling software

e ~|nstalling a software update

e ~Uninstalling software

On the ctrIX device, the activities are displayed in the “Activity Overview”
window, see = Chapter 6.1.2 Window — Activity Overview on page 24.

Depending on the configuration, it can be required that a pending activity first
has to be confirmed by the user at the device before executing the activity, see
~ Chapter 4.2 Confirming remote activities on the ctrIX device on page 11.

O The software is either provided by Bosch Rexroth or developed by the user,
ﬂ refer to "Private Artifact repository" in the ctrIX Device Portal application
manual: = PDF for download (EN / provided by Bosch Connected Industry)

Related topics
e ~Chapter 5.4 Adding the device to the ctrlX Device Portal on page 15

Bosch Rexroth AG R911403785, Edition 06
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Executing remote activities on the ctrIX device

Via the ctrlX Device Portal, activities can be transmitted to the ctrlX device for
execution; e.g. to update software or for installing applications.

The following table lists the available activities and establishes a reference
between the initial activity in the ctrlX Device Portal and the executing activity
in the Remote Agent on the ctrlX device.

Overview on the activities

Initial Activity in the ctrlX Device Portal Executing Activity in the
Remote Agent

~ Enabling/disabling a remote connection - |UPDATE_TUNNEL

~ “Service mode” enabling/disbling - |UPDATE_SERVICE_MODE

~ Creating a backup - |CREATE_BACKUP

~ Restoring a backup - |RESTORE_BACKUP

~ Installing software - |INSTALL_SOFTWARE

~ Installing a software update - |UPDATE_SOFTWARE

~ Uninstalling software - |UNINSTALL_SOFTWARE

Depending on the configuration, it can be required that a pending activity first
has to be confirmed by the user at the device before executing the activity, see:

~ Confirming remote activities on the ctrlX device.

On the ctrIX device, the activities are displayed in the “Activity Overview”
window, see:

~Window — Activity Overview.

Related topics

e ~Establishing a remote connection to the ctrIX device
e ~Enabling or disabling the remote connection

Enabling/disabling a remote connection

To execute activities on the ctrIX device via the ctrIX Device Portal, the remote
connection between device and ctrIX Device Portal has to be enabled.

There are two options to enable the remote connection:

e Via the ctrIX device, in the web interface of the Remote Agent

e Via the ctrIX Device Portal as remote activity to be executed on the ctrlX
device

Enabling the device via the ctrIX Device Portal
1. , Open the “Device Overview” and navigate to the ctrlX device in the list
2. ) Inthe list entry, right-click on - to show more options
3. ) Select the option “Configure Remote Access”
®» The dialog “Configure Remote Access” opens.
Options:
e Remote Access "Enabled"
Remote access to the ctrIX device is permitted.

e Remote access “Disabled"
Remote access to the ctrlX device is not permitted.

4. ), For activation, select the option Remote Access "Enabled" and confirm the
dialog with “Submit”

R911403785, Edition 06 Bosch Rexroth AG
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5. ) The action is transmitted to the ctrlX device for execution.

» The execution on the device is realized according to the Remote Agent
configuration:

Options:

e Accept

e Reject

e Ask user

Refer to = Confirming remote activities on the ctrlX device

5.8.2 “Service mode” enabling/disbling

The “Service mode” is required to implement changes at the ctrIX device, e.g.
to install apps or updates.

There are two options to enable the “Service mode”:
e Via the web interfacet of the ctrlX device

e Via the ctrIX Device Portal as remote activity to be executed on the ctrlX
device

Procedure in the ctrIX Device Portal

To switch from “Operation mode” to “Service mode”,
NOTICE . . o
real-time data processing on the ctrlX device is stopped.
Prior to enabling the “Service mode”, it has to ensured
that the ctrIX device or the system is in a safe state!
1. , Open the “Device Overview” and navigate to the ctrlX device in the list.
2. ) Inthe list entry, right-click on - to show more options
3. ) Select the option “Configure Service Mode” and select the desired option:
e Service mode "Enabled"
The ctrIX device switches from “Operation mode” to “Service mode”.
The real-time data processing on the ctrIX device is stopped.

Changes at the device are now possible, e.g. installation or app
updates.

e Service mode "Disabled"
The ctrIX device switches from “Service mode” to “Operation mode”.
The real-time data processing on the ctrIX device is started.
Changes at the device are not possible.
4. ) For activation, select the option Service Mode "Enabled" and confirm the
dialog with “Submit”.
5. ), The action is transmitted to the ctrIX device for execution.

®» The execution on the device is realized according to the Remote Agent
configuration:

Options:
o Accept
e Reject
e Ask user

Refer to = Confirming remote activities on the ctrIX device

5.8.3 Creating a backup

The scope of the backup file corresponds to the standard function for saving
and restoring on the ctrlX device, see:

—o

=~ Back up and restore — Introduction

Bosch Rexroth AG R911403785, Edition 06
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Prerequisites:

The remote connection the ctrIX device is enabled, see:

~ Enabling/disabling a remote connection

To create backups, the ctrIX device has to be in “Operation mode”, see:

~ “Service mode” enabling/disbling

When executing the backup activity in “Service mode”, an error message is
output.

Procedure in the ctrlX Device Portal

1. ), Open the “Device Overview” and navigate to the ctrIX device in the list.
2. ) Click in the line to open the ctrix device view.

w

o

il

» Inthe view, change to the “Backup & Restore” tab.
» Execute the action = Backup device in the command bar.
» The action is transmitted to the ctrIX device for execution.

» The execution on the device is realized according to the Remote Agent
configuration:

Options:

e Accept

e Reject

e Ask user

Refer to = Confirming remote activities on the ctrlX device

6. ), The backup file is now generated on the ctrIX device, and subsequently

uploaded and saved in the ctrlX Device Portal. The process can take sev-
eral minutes, depending on the scope of the data to be backed up.

Saved backup files can be found in the “Device Overview — Backup &
Restore” tab.

5.8.4 Restoring a backup

O The scope of the backup file corresponds to the standard function for saving
ﬂ and restoring on the ctriX device, see:

~ Back up and restore — Introduction

Previously generated backups are saved in the ctrIX Device Portal and are avail-
able in the “Device Overview — Backup & Restore” tab.

Prerequisites:

The remote connection the ctrIX device is enabled, see:

~ Enabling/disabling a remote connection

To restore backups, the ctrlX device has to be in “Service mode”.
~ “Service mode” enabling/disbling

When executing the restore activity in the “Operation mode”, an error mes-
sage is output.

Procedure in the ctrlX Device Portal

1. , Open the “Device Overview” and navigate to the ctrIX device in the list.
2. ) Click in the line to open the ctrix device view.

3. ) In the view, change to the “Backup & Restore” tab.

4. ) Select the backup file to be restored on the ctrIX device from the list.

In the list entry, right-click on - to show more options.

5. ) Execute the action Restore device to this state.

R911403785, Edition 06
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6. ) The action is transmitted to the ctrlX device for execution.

» The execution on the device is realized according to the Remote Agent
configuration:

Options:

e Accept

e Reject

e Ask user

Refer to = Confirming remote activities on the ctrlX device

7. ) After the action has been confirmed on the ctrIX device, the restore
activity automatically starts in the following order:

e Uploading the backup file from the ctrIX Device Portal to the ctrIX
device

e Restoring the backup file on the ctrlX device
e Restart of the ctrlX device
Note:

The remote connection to the ctrIX Device Portal is interrupted by a ctrlX
device restart.

To re-establish the connection to the ctrlX device, please execute the
following activities:

~ Enabling/disabling a remote connection

If it is not possible to establish the connection to the ctrIX device, the
reason might be in the network settings responsible for re-establishing
the connection to the device. In this case check the correct setting of the
network settings via the web interface of the ctrIX device.

5.8.5 Installing software

Via the ctrIX Device Portal, software can be installed on a ctrIX device via
remote access.

Depending on the device type, the ctrIX Device Portal provides a matching
selection of software products, e.g. apps or system software.

Prerequisites:

e The remote connection the ctrIX device is enabled, see:
~ Enabling/disabling a remote connection

e The ctrIX control is in “Service mode”.

Procedure in the ctrIX Device Portal
1. ), Open the “Device Overview” and navigate to the ctrIX device in the list.
2. ), Open the ctrIX device view by clicking in the relevant column.

» The “Software” tab is opened.

The tab lists all software projects available on the ctrIX device,
including the software already installed on the device.

3. ) From the list, select the software you want to install on the device and
right-click on the < interface

» The dialog “Install Software” opens.
The dialog shows all available software versions available on the device.
4. ), Select the version and confirm the dialog with “Install”.

Bosch Rexroth AG R911403785, Edition 06
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Executing remote activities on the ctrlX device

5. ) The action is transmitted to the ctrIX device for execution.

®» The execution on the device is realized according to the Remote Agent
configuration:

Options:

e Accept

e Reject

e Ask user

Refer to = Confirming remote activities on the ctrlX device

Installing a software update

Via the ctrIX Device Portal, software updates can be installed on a ctrIX device
via remote access.

Prerequisites:

e The remote connection the ctrlX device is enabled, see:
~ Enabling/disabling a remote connection
e The ctrIX control is in “Service mode”.

Procedure in the ctrIX Device Portal
1. , Open the “Device Overview” and navigate to the ctrIX device in the list.
2. ), Open the ctrIX device view by clicking in the relevant column.

®» The “Software” tab is opened.

The tab lists all software projects available on the ctrIX device,
including the software already installed on the device.

3. ) From the list, select the software you want to install an update for and
right-click on ©
» The “Change update channel” dialog is opened.
The dialog shows all available software versions available on the device.
4. ) Select the version and confirm the dialog with “Update”
5. ), The action is transmitted to the ctrIX device for execution.

®» The execution on the device is realized according to the Remote Agent
configuration:

Options:
e Accept
e Reject
e Ask user

Refer to = Confirming remote activities on the ctrlX device

Uninstalling software

Via the ctrIX Device Portal, software can be uninstalled on a ctrlX device via
remote access.

Prerequisites:

e The remote connection the ctrlX device is enabled, see:
~ Enabling/disabling a remote connection

e The ctrIX control is in “Service mode”.

Procedure in the ctrlX Device Portal
1. ), Open the “Device Overview” and navigate to the ctrIX device in the list.

R911403785, Edition 06 Bosch Rexroth AG
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2. ), Open the ctrIX device view by clicking in the relevant column.
®» The “Software” tab is opened.

The tab lists all software projects available on the ctrIX device,
including the software already installed on the device.

3. ) From the list, select the software you want to uninstall from the device
and right-click on 7

» The dialog “Uninstall software” opens.
Confirm the dialog with “Uninstall”.
» The action is transmitted to the ctrlX device for execution.

» The execution on the device is realized according to the Remote Agent
configuration:

Options:

e Accept

e Reject

e Ask user

Refer to = Confirming remote activities on the ctrlX device

Network configuration specifications

ctriX Device Portal

Domain IP

User: Access to a ctrlX deviceportal.bosch.com [139.15.6.193
Device Portal web inter-
face with a browser

User: Access to a device |*.devices.device- 139.15.6.195
via remote access with a |portal.bosch.com

browser

Device: Access to a ctrIX |cert.device.device- 139.15.6.16

Device Portal as device |portal.bosch.com
with interdependent TLS
The connection to the ctrIX Device Portal uses the network ports 80 and 443 as
outgoing port.

If a firewall is used to connect the ctrlX CORE device to the internet, these
addresses have to be added to a whitelist:

139.15.4.0/24 (DE1)

139.15.5.0/24 (DE1)

139.15.6.0/24 (DE1)

139.15.7.0/24 (DE1)

103.92.90.0/23 (CNO1)

216.213.58.0/23 (US2)

Online store

The connection to the online store is https://snapstore.boschrexroth.com with
port 443.
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Windows

6 ctriX Ul - Elements

6.1 Windows

6.1.1 Window - Device Overview

Function:

The window “Device Overview” shows an overview on manageable devices.

Call:

ctrIX CORE side navigation “Remote Agent — Device Overview”

Elements of the “Device Overview” window

GUI element Description

Table “Name”:

“Device Overview” Device name
“State”

The column shows whether the device is currently
active or if it used to be active

“Description”

The description of the device can be selected individ-
ually

“Actions”

The configuration of the ctrIX Device Portal connec-
tion can be adjusted in this column:

e Go to ¢ to modify the device name and the device
description and to enable or disable the connec-
tion to the ctrlX Device Portal

e Go to “Policies” to configure the activities that
can be executed in the device by the ctrlX Device
Portal. These activities include:

- UPDATE_TUNNEL

To request the remote access channel between
the ctrIX Device Portal and the device

- UPDATE_SOFTWARE
To update software
- INSTALL SOFTWARE
To install software
- UNINSTALL_SOFTWARE
To uninstall software
- ACTIVATE_SERVICE_MODE
To disable the service mode
Refer to = Chapter 4.2 Confirming remote activi-
ties on the ctrIX device on page 11

e Use “ to disable an existing remote access or use
~ to enable a new remote access

Delete device

R911403785, Edition 06
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Further information

~ Chapter 5.1 Introduction on page 13

~ Chapter 4.1 Remote Agent on page 11

~ Chapter 6.1.2 Window - Activity Overview on page 24
~ Chapter 6.1.3 Window — Add Device on page 25

Window - Activity Overview

The window shows the activity record which the ctrlX device received for exe-
cution from the ctrlX Device Portal:

Time of execution of the activity

Pending activities

Involved devices and their status

Activities in execution

Executed activities

If the ctrIX device is claimed in the Device Portal and is active, the device
sends device information to the Device Portal. The device information includes
information such as firmware version, firmware version bootloader, existing
firmware and online status, etc.

Related topics
~ Chapter 5.8 Executing remote activities on the ctrIX device on page 17
~ Chapter 5.4 Adding the device to the ctrIX Device Portal on page 15

Call:
ctrIX CORE side navigation “Remote Agent — Activity Overview”

Elements of the “Activity Overview” window

GUI element Description

Table C

“Activity Overview” Refresh view

“Timestamp”

Time stamp of the device

“Activity”

Device activity

“Device”

Device name

“Status”

Activity status:

e TRANSMITTED: Command to be processed
ACCEPTED: Confirmed command
REJECTED: Rejected command
SUCCESSFUL: Successful command
FAILED: Failed command
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GUI element Description
“Actions”

Depending on the “Policies” (see = Chapter 6.1.1
Window — Device Overview on page 23), the activity
has to be confirmed manually:

° : Confirm activity

° : Reject activity

e Q.: More information can be shown for this activity

Window - Add Device

Function:

In window “Add Device”, a new device can be added to the ctrlX Device Portal.
The process "Add Device" has to be completed. This process ensures that you
can access the device physically. Ensure that you have access to the ctrlX
Device Portal before starting the “Add Device® process. The note “Add device
to ctrIX Device Portal by claiming the device” contains an info link that links to
a website with more information about the Device Portal.

Call:
ctrIX CORE side navigation “Remote Agent — Add Device”

The “Add Device” process is executed in 5 steps in the Remote Agent:

1. , Welcome
For the first step, accept “Software as a Service Terms and Conditions of
Use” of the Bosch Rexroth AG. You agree to the terms and conditions
2. ) Establish Connection
For managing purposes using the ctrIX Device Portal, the device has to
be connected to the internet. The current connection status between the
device and the ctrIX Device Portal is shown under “Establish Connection”
3. ) Log into Device Portal
To start the claiming, log into the ctrIX Device Portal. Execute the fol-
lowing steps in the ctrlX Device Portal:
e Select “Add Device” ctrIX CORE in the menu.
e Select a name for the device and add the communication identifier to
your ctrlX.
The communication identifier is shown in the device and can then be
copied
e Start the claiming in the ctrlX Device Portal
4. , Confirm claiming
To complete the claiming, make an approval on the device
) Finished
Upon completion, the message that the “Add Device“ process has been
completed successfully is reported

Adding new devices to the Remote Agent.

|.°'|

Further information

~ Chapter 5.1 Introduction on page 13

~ Chapter 4.1 Remote Agent on page 11

~ Chapter 6.1.1 Window — Device Overview on page 23
~ Chapter 6.1.2 Window — Activity Overview on page 24

R911403785, Edition 06 Bosch Rexroth AG
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ctrIX WORKS
7 Related documentation
7.1 Overview
ctriX
ctrIX CORE - ctriX WORKS
Runtime Engineering
COREe w
Runtime - Apps Engineering - Apps

8 9
OPC-UA OPC-UA EtherCAl
Server Client Master
2
Remote
Agent

3 5
Oscilloscope Node-RED
6
3D
Viewer

Fig. 1: Overview on further documentations

7.2 ctriX AUTOMATION

No. |Documentation

1 |ctrIX WORKS First Steps
Quick Start Guide

~Web documentation link
Ordering information:

o DOK-XWORKS-F*STEP*****-QURS-EN-P
e R911403760

7.3 ctriX WORKS
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https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-WORKS/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-PLC-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-Motion-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-OPC-UA-Server-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-EtherCAT-Master-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-PLC-Engineering/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-PLC-Engineering/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-Firewall-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-CORE-Runtime/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-AUTOMATION/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-OPC-UA-Client-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-Remote-Agent-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-VPN-Client-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-3D-Viewer-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-IDE-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-Node-RED-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-Oscilloscope-App/
https://docs.automation.boschrexroth.com/redirect/material?materialId=R911403759
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No.

Documentation

ctrIX WORKS Basic System

Application Manual

~ Web documentation link

Ordering information:

o DOK-XWORKS-********x+*. APRS-EN-P
e R911403761

ctrIX PLC Engineering - PLC Programming System
Application Manual

~ Web documentation link

Ordering information:

e DOK-XPLC**-ENGINEERING-APRS-EN-P

e R911403764

ctrIX PLC Engineering - PLC Libraries
Reference

~ Web documentation link

Ordering information:

e DOK-XPLC**-LIBRARY****-RERS-EN-P
e R911403766

ctriX CORE

No.

Documentation

ctrIX CORE - Runtime
Application Manual

~ Web documentation link
Ordering information:

o DOK-XCORE*-BASE*******-APRS-EN-P
e R911403768

ctrIX CORE - Diagnostics

Reference

~ Web documentation link

Ordering information:

e DOK-XCORE*-DIAG*******-RERS-EN-P
e R911403770

ctrIX CORE apps

No.

Documentation

PLC App - PLC Runtime Environment for ctriX CORE
Application Manual

~Web documentation link

Ordering information:

e DOK-XCORE*-PLC********.APRS-EN-P

e R911403787
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No. |Documentation
6 Motion App - Motion Runtime Environment for ctrlX CORE
Application Manual
~Web documentation link
Ordering information:
e DOK-XCORE*-MOTION*****-APRS-EN-P
e R911403791
7 |OPC UA Server App - OPC UA Server for ctrIX CORE
Application Manual
~ Web documentation link
Ordering information:
e DOK-XCORE*-OPCUA*SERV*-APRS-EN-P
e R911403778
8 |OPC UA Client App - OPC UA Client for ctrIX CORE
Application Manual
~ Web documentation link
Ordering information:
e DOK-XCORE*-OPCUA*CLIEN-APRS-EN-P
e R911403781
9 |EtherCAT Master App - EtherCAT master for ctrlX CORE
Application Manual
~ Web documentation link
Ordering information:
e DOK-XCORE*-ETHERCAT***-APRS-EN-P
e R911403773
10 |VPN Client App - Remote Support Software for ctriX CORE
Application Manual
~Web documentation link
Ordering information:
e DOK-XCORE*-VPN********. A\PRS-EN-P
e R911403775
11 |Firewall App - Security Functions for ctrlX CORE
Application Manual
~ Web documentation link
Ordering information:
e DOK-XCORE*-FIREWALL***-APRS-EN-P
e R911403783
12 |Remote Agent App - ctriX Device Portal Connection for ctriX Devices

Application Manual

~Web documentation link

Ordering information:

e DOK-XCORE*-REMOTE*AG**-APRS-EN-P
e R911403785
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https://docs.automation.boschrexroth.com/redirect/material?materialId=R911403790
https://docs.automation.boschrexroth.com/redirect/material?materialId=R911403776
https://docs.automation.boschrexroth.com/redirect/material?materialId=R911403779
https://docs.automation.boschrexroth.com/redirect/material?materialId=R911403771
https://docs.automation.boschrexroth.com/redirect/material?materialId=R911403774
https://docs.automation.boschrexroth.com/redirect/material?materialId=R911403782
https://docs.automation.boschrexroth.com/redirect/material?materialId=R911403784
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No. |Documentation
13 |Oscilloscope App - Oscilloscope Function for ctriX Devices
Application Manual

~ Web documentation link
Ordering information:

o DOK-XCORE*-OSCI*******-APRS-DE-P
e R911409806

14 |IDE App - Integrated Development Environment
Application Manual

~ Web documentation link

Ordering information:

e DOK-XCORE*-IDE********.APRS-DE-P

e R911410625

15 |Node RED App - Graphic Programming for ctrIX CORE
Application Manual

~ Web documentation link

Ordering information:

e DOK-XCORE*-NODE*RED***-APRS-EN-P

e R911403789

16 |3D Viewer App - Browser-based 3D Kinematic Simulation for ctriX
CORE

Application Manual
~ Web documentation link

Ordering information:

e DOK-XCORE*-3D*VIEWER**-APRS-EN-P

e R911416124

17 |Telegraf App - Server Agent for Collecting Data in the Data Layer
Application Manual

~Web documentation link
Ordering information:

e DOK-XCORE*-TELEGRAF***-APO1-EN-P
e R911416836
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Service and support

Our worldwide service network provides an optimized and efficient support.
Our experts provide you with advice and assistance. You can contact us 24/7.

Service Germany

Our technology-oriented Competence Center in Lohr, Germany, is responsible
for all your service-related queries for electric drive and controls.

Contact the Service Hotline and Service Helpdesk under:
Phone: +49 9352 40 5060

Fax: +49 9352 18 4941

Email: ~ service.svc@boschrexroth.de

Internet: = http://www.boschrexroth.com

Additional information on service, repair (e.g. delivery addresses) and training
can be found on our internet sites.

Service worldwide

Outside Germany, please contact your local service office first. For hotline
numbers, refer to the sales office addresses on the internet.

Preparing information

To be able to help you more quickly and efficiently, please have the following
information ready:

e Detailed description of malfunction and circumstances

e Type plate specifications of the affected products, in particular type codes
and serial numbers

e Your contact data (phone and fax number as well as your e-mail address)

R911403785, Edition 06 Bosch Rexroth AG
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