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Intended use

Important directions on use

Intended use

Introduction

Rexroth products are developed and manufactured to the state-of-the-art.
The products are tested prior to delivery to ensure operational safety and relia-

bility.
A WARNING

NOTICE

Personal injury and damage to property due to incorrect
use of products!

The products may only be used as intended.

Failure to use the products as intended may cause situa-
tions resulting in property damage and personal injury.

Damages resulting from unintended use

Rexroth As the manufacturer does not assume any
warranty, liability or compensatory claims for damages
resulting from unintended use of the products. The user
alone shall bear the risks of an unintended use of the
products.

Before using Rexroth products, make sure that all the
prerequisites for an intended use of the products are
met:

- Personnel that in any way, shape or form uses
Rexroth products must first read and understand the
relevant safety instructions and be familiar with their
intended use

- Leave hardware products in their original state, i.e.,
do not make any structural modifications. It its not
permitted to decompile software products or alter
source codes

- Do not install damaged or defective products or com-
mission them

- It has to be ensured that the products have been
installed as described in the relevant documentation

Areas of use and application
Products of the ctrIX series are suitable for Motion/Logic applications.

NOTICE

Products of the ctrIX series may only be used with
the accessories, mounting parts, and other components
specified in this documentation. Components that are
not expressly mentioned must neither be attached nor
connected. The same applies to cables and lines.

Only to be operated with the hardware component con-
figurations and combinations expressly specified and
with the software and firmware specified in the corre-
sponding documentations and functional descriptions.

Products of the ctrIX series are suitable for single-axis as well as for multi-axis
drive and control tasks. Device types with different equipment and interfaces
are available for using the system in specific applications.

Bosch Rexroth AG

Important directions on use
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Typical areas of application:

e Building automation

e loT and Security Gateway or Device

e Handling & Robotic

Controls of the ctrIX CORE series may only be operated under the mounting
and installation conditions, in the position of normal use and under the

ambient conditions (temperature, degree of protection, humidity, EMC, etc.)
specified in the related documentations.

2.2 Unintended use

"Unintended use" refers to using the ctriX products outside of the above-men-
tioned areas of application or under operating conditions and technical data
other than described and specified in the documentation.

ctrIX products must not be used if they are exposed to following conditions:

e Operating conditions that do not meet the specified ambient conditions.
Operation under water, under extreme temperature fluctuations or under
extreme maximum temperatures is prohibited

e Applications that have not been expressly authorized by Rexroth

Bosch Rexroth AG R911418736, Edition 01
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Safety instructions

The Safety instructions contained in the available application documentation
feature specific signal words (DANGER, WARNING, CAUTION or NOTICE) and,
where required, a safety alert symbol (in accordance with ANSI 7535.6-2006).

The signal word is meant to draw the reader's attention to the safety instruc-
tion and identifies the hazard severity.

The safety alert symbol (a triangle with an exclamation point), which precedes
the signal words DANGER, WARNING and CAUTION, is used to alert the reader
to personal injury hazards.

The Safety instructions in this documentation are designed as follows:

A DANGER In case of r.10n-c'or.npllan'ce with this safety instruction,
death or serious injury will occur.

In case of non-compliance with this safety instruction,

A WARNING death or serious injury could occur.

In case of non-compliance with this safety instruction,
minor or moderate injury could occur.

NOTICE In case of non-compliance with this safety instruction,
property damage could occur.

A CAUTION

Bosch Rexroth AG

Safety instructions
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Installing on ctrIX CORE

This "OPC UA Pub/Sub" app

ctriIX OPC UA Pub/Sub on the ctrIX CORE

ctrIX OPC UA Pub/Sub is executed as standalone app on the ctrIX CORE.
Install the app on the ctrIX CORE to connect the control to other devices
supporting the OPC UA Pub/Sub standard and to exchange data.
Typical use cases:
e M2M communication via controls:
- Between ctrIX CORE controls

- Between ctrIX CORE controls and controls of other manufacturers sup-
porting the OPC UA Pub/Sub standard

e Data connection to control systems

e Data connection to data recording systems

The OPC UA Pub/Sub app supports the following functions:

A Publisher can use unicast/multicast to send datasets

A Subscriber can use unicast/multicast to receive datasets

Connecting to the Data Layer RT (realtime) of the ctrIX CORE

Connecting to the Data Layer NRT (non-realtime) of the ctrIX CORE
Configuring via the Unified Automation tool UaExpert

Communication cycle time up to 2 ms depending on the load of the network
and the ctrIX CORE

The OPC UA Pub/Sub app is not installed on the ctrIX CORE by default. Thus,
install it on the ctrIX CORE first.

“ctrIX CORE

I.IA

Publisher >
EMBEDDED
CONTROLS

ctriX ctriX ctriX ctriX Subscriber
ctrix ctrix arious
@ @ @ @ OPC UA PUBLISHER
AND SUBSCRIBER
ctriX ctrIX

Fig. 1: ctrIX OPC UA Pub/Sub in the ctrIX CORE

Prerequisites
The OPC UA Pub/Sub app is available from the ctrIX CORE version 01.16.
The OPC UA Pub/Sub app requires the OPC UA Server for the configuration.

Installing on ctrIX CORE

Before using the OPC UA Pub/Sub app for the first time, install it on the ctriX
CORE. Use the Package Manager of the ctrIX CORE. The installation does not
depend on other apps. The installation takes a few minutes.

To install on the ctrIX CORE, the user needs the user permission “Apps: Manage
apps" or "Administration: Full Access".

For the Package Manager, go to the web interface under “Settings — Apps”.

R911418736, Edition 01 Bosch Rexroth AG
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Install from file

Installations

OPC UA Pub/Sub (1.16.0)

U

Fig. 2: For the installation of the OPC UA Pub/Sub app, go to “Settings — Apps”
To install, proceed with the following steps as shown in Fig. 2:

1. ) Select “Apps” from the “Settings” menu

2. ) Select © w=wnee to install the app from the file system

3. ) Select the installation file.

4. ) Install via the button “Install”.

4.4 Licensing
ctrIX OPC UA Pub/Sub can only be used with a valid license. This license can
be loaded before or after the installation.
To operate the ctrIX OPC UA Pub/Sub, one of the following licenses is required:
e CORESWL-XCx-UAP-OPCUAPUBSUBxx-NNNN on a real ctrIX CORE hardware
e ctrIX CORE - 4 h Engineering License on a ctrIX CORE Virtual.
Note that the ctrIX CORE Virtual has to be restarted exactly after 4 hours.

For the configuration, it is additionally required to install the OPC UA Server
app with the respective license.

Further information

e ctrIX CORE Runtime, Application Manual, chapter "= ctrIX licenses"
(R911403768, DOK-XCORE*-BASE*******.APRS-EN-P)

e ~ctrIX Automation website

4.5 General information

OPC UA Pub/Sub is based on a communication architecture without connec-
tion, i.e. the Publisher for the data transfer does not set up any connection
to the Subscriber, but sends data directly to the Subscriber. Thus, managing
connections in the devices is omitted in the OPC UA Pub/Sub.

The OPC UA Pub/Sub describes mappings for two transport protocols, the User
Datagram Protocol (UDP) and a Layer 2 communication. The protocols can use
unicast, multicast or broadcast to send messages.

Bosch Rexroth AG R911418736, Edition 01
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Configuration

Supported protocols

Protocol Connection XF10/ethO Connection XF51/ethl
UDP unicast / /

UDP multicast \

Layer 2 unicast X X

Layer 2 multicast X X

The OPC UA Pub/Sub app does not support the connection XF50.

Supported data types

e Basic data types, no arrays and structures

Unsupported configurations

e Combining variables from Data Layer RT (realtime) and Data Layer NRT non-
realtime) in one dataset

e Combining real-time variables from different real-time Data Layer areas (e.g.
from Motion and PLC) in one dataset

Configuration

The ctrIX OPC UA Pub/Sub can be configured using the tool UaExpert if the
ctrIX OPC UA Server is also installed on the ctrIX CORE.

UaExpert is available on the website of Unified Automation:
~ https://www.unified-automation.com/de/downloads/opc-ua-clients.html
To download, register on the Unified Automation website.

Multicast and unicast

Depending on the use case, you can define a Publisher as unicastPublisher or

as multicast Publisher.

e Select unicast if the Publisher is to be received by a Subscriber

e Select multicast if the dataset of a Publisher is to be received by multiple
Subscribers

Example of a configuration for a C2C communication

Example of a C2C communication

Unicast Publishing

For a C2C communication (control-to-control communication), selected data
from the PLC should be exchanged between two OPC UA Pub/Sub controls
via ctrIX CORE.

Therefore, as shown in Fig. 3, data should be published from ctrIX #1 and
subscribed from ctrlX #2.

In the ctrlIX CORE control, data should be exchanged between the PLC and the
OPC UA Pub/Sub app via Data Layer RT (realtime).

PLC data to be provided via Data Layer RT have to be specified as given in the
description = Object "DatalLayer Realtime".

R911418736, Edition 01 Bosch Rexroth AG
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Engineering PC Engineering PC
Publisher: ctrIX #1 Subscriber: ctrlX #2
F
3 Dealaver eth0/XF10 eth0/XF10 Daalger
i
¥Eah EtherCAT Ethel CQT T
it
: eth1/XF51 eth1/XF51 .
Rublisher 192.168.2.100 " 192.168.2.1 Subscriber

Fig. 3: Example of a use case for Unicast Publishing

The following prerequisites have to be met:

e The OPC UA Pub/Sub app and the OPC UA Server app are installed with
valid licenses on both controls.

e The user of the ctrIX CORE control has the permission "OPC UA Pub/Sub
access". In this example, the user has the permission "Full access" in
the category "Administration" that also includes the permission "OPC UA
Pub/Sub access".

For more information on the user and rights management on the ctrlX
CORE, click = here.

e The Ethernet port XF51 is used for the C2C communication.
In the example, IP addresses in the range 192.168.2.x are selected.

Better not to use the address range 192.168.1.x for the C2C communica-
tion, as the address 192.168.1.1 is used for the engineering port XF10 by
default.

The configuration of IP addresses is described in = Window - "Connec-
tivity".

To configure the Pub/Sub communication, execute the steps described in the

following sections:

1. ) ~Create required server in UaExpert

2. ) ~Connect the UaExpert to the ctrIX OPC UA servers

3. ) ~Configure the Publisher

~ Configure the Subscriber

~ Download of the Pub/Sub configuration to the control

il

>
4

Adding the required server to UaExpert

Bosch Rexroth AG

1. ), Start UaExpert.
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2. ), Connect to the OPC UA Server on both ctrIX CORE controls.
Right-click on the “Servers” and then on “Add...”.

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject

File View Server Document Settings Help

DPPR =0 X5 R KO
Project g X Data Access Vie
v D Project # Ser
3 Servers
v [3 Documen P Add..
[0 Data Access View

Fig. 4: UaExpert - Adding an OPC UA Server to the UaExpert project

R911418736, Edition 01 Bosch Rexroth AG
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3. ) In the following dialog, double-click below the node on "Custom Dis-
covery"' and enter the IP address of your ctrIX CORE control.

. Add Server ? X
Configuration Name imthrD(
PKI Store Default v

Discovery Advanced
Endpoint Filter: No Filter

> 9 Local
> 9, ServersOnNetwork
> 9 Local Network
v 98 Global Discovery Server
# < Double click to Add GDS Server... >
v 9 Reverse Discovery
® < Double click to Add Reverse Discovery... >
.- om Discaven
opc.tcp://ctriiX-TB
> O opctep://10.52.7.165
> 9, opetep://127.0.0.1
v () Recently Used
(& ctrlX OPC UA Server @ Control

£
. Enter URL ? X |>

A
® Enter the URL of a computer with discovery service running:

5
U Store
O [ o ] cocel

Certificate
Private Key

Connect Automatically

Fig. 5: UaExpert - Entering URL details

Bosch Rexroth AG R911418736, Edition 01
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4. ) Expand the tree below the generated entry to define the server settings:

e Select an encryption mode.
e Enter the name of a user for whom the access permissions "OPC UA
Server access" and "OPC UA Pub/Sub access" are set up on the ctriX

CORE control.

Select the checkbox “Store”.
Enter the password.

To close the dialog, select “OK”.

. Add Server
Configuration Name |ctriX OPC UA Server @ Control
PKI Store Default

Discovery Advanced

Endpoint Filter; No Filter

@ < Double click to Add Reverse Discovery... > A
v #% Custom Discovery
% < Double click to Add Server... >
> 9, opetepi//10.52.7.165
A, opc.tep://ctriX-TB
v O, opc.tep://127.0.0.1
v é ctrlX OPC UA Server @ Control (opc.tcp://virtual CORE-01v16:4840)
(. Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
£ Basic2565ha256 - Sign (uatcp-uasc-uabinary)
L Aes128_Sha256_RsaOaep - Sign & Encrypt (uatcp-uasc-uabinary)
£ Aes128_Sha256_RsaOaep - Sign (uatcp-uasc-uabinary)
L Aes256_Sha256_RsaPss - Sign & Encrypt (uatcp-uasc-uabinary)
£ Aes256_Sha256_RsaPss - Sign (uatcp-uasc-uabinary)
v () Recently Used
E4 etelX QOPC LIA Server @ Contral

Authentication Settings

Anonymous

__ Username  MyUser [~_/__ Store
(@) x
Password ssssssse

Certificate
Private Key

(] connect Automatically

Fig. 6: UaExpert - Specifying authentication settings

R911418736, Edition 01 Bosch Rexroth AG
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Connecting the UaExpert to the ctrlX OPC UA Servers

Bosch Rexroth AG

1. ) After adding both ctrIX OPC UA Servers to the UaExpert, specify unique

names for the servers.

Right-click on the connected server and select “Properties...”. You
can now change the configuration name (in the example for server 1
"ctrix1:4840" and for server 2 "ctrlx2:4840").

In the next step, select both ctrIX OPC UA Server from the UaExpert
project tree. To connect to the servers, right-click and select the menu
item “Connect”.

» When setting up the initial connection, you are requested to trust the
ctrIX OPC UA Server certificate in UaExpert.

- Certificate Validation ? X

Q

Error ok [BadCertificateUntrusted]

Common Name ctrlX OPC UA Server @ Control

Organization Bosch Rexroth AG

OrganizationUnit DC

Locality Erbach

State Hesse

Country DE

DomainComponent '
iTrust Server Certificate

]:| Accept the server certificate temporarily for this session Continue Cancel

Validating the certificate of server 'ctrlX OPC UA Server @ Control' returned an
error:

BadCertificateUntrusted

Certificate Chain

Name Trust Status
0 ctrlX OPC UA Server @ Control Untruﬁ}_ed

Certificate Details

Ewors |

Fig. 7: UaExpert - Trust the ctrlX OPC UA Server certificate in UaExpert
3. ) Confirm the server certificate and close the dialog with “Continue”.

®» The error message “Error 'BadSecurityChecksFailed' was returned
during OpenSecureChannel” is shown in the log. A connection is not
set up to the OPC UA Server.

R911418736, Edition 01
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4. ), To avoid this error message, make the UaExpert certificate known to
the ctrIX OPC UA Server via the ctrIX CORE web interface as trusted
certificate. In the site navigation of the ctrIX CORE, go to “Settings
— Certificates & Keys — OPC UA Server”.

[ Settings > Certificates & Keys > OPC UA Server ] Operating v [l B R EN~ (® rexrgt

OPC UA Server

Certificates  Keys
3items *
Name Category Issued for Valid from (UTC)  Valid until (UTC)  Renewal Actions
rexroth-opcua-server2048.der Bt Common name: ctrlX OPC UA F:Erln‘r @ Control 2022-07-21 2121-06-27 not configured
Organization: Bosch Rexroth AG 15:02:25 15:02:25
Common name: ctrlX OPC UA Server @ Control 2022-07-21 2121-06-27
apetra 48 _shal not configured
EaCtEoRcIEEa g i ey e Organization: Bosch Rexroth AG 15:02:26 15:02:26
5 Common name: UaExpert@L06-C-000D6 2022-01-17 2027-01-16 -
BACO78F4674BIDIAADABOEG275868 Rejected = o
Organization: Bosch Rexroth AG 13:55:04 13:55:04
Show details
Rename
L Download
Delete

Fig. 8: ctrIX CORE web interface - Trust the UaExpert certificate in the ctrlX
CORE OPC UA Server
5. ) You can now connect to the servers.

» The following error message might be output “Error
'BadCertificateHostNamelnvalid' was returned during CreateSession,
press 'lgnore' to suppress the error and continue connecting”. Ignore
this error message with “Ignore”.

Configuring the Publisher
When connected to the servers, UaExpert automatically loads the current
Pub/Sub configuration to the "PubSub Config View" available on the ctrIX
CORE control.
If "PubSub Config View" is not shown, add the view. Therefore, select the
"Documents" node in the UaExpert project tree and right-click to open the
menu “ Add”.

In the following dialog, select the document type "PubSub Config View" and
close the dialog with the “ Add” button.

=
) v B B A@ B ¥ _:]J
Project & # x  Data Access View
v [ Project 1
v [ Servers B Add Document ? X |
ctriX OPC UA Server @ ctrlX_real 1]
Document Type:

e 5 Documents

[ Data Access View PubSub Config View -

Description:

Document for creating and medifying PubSub configurations.
This is a Technical Preview of the PubSub configuration plugin,
which is currently limited to the Unified Automation PubSub Stack.

License Type: Runtime License

The Technical Preview of the plugin is limited to functionality only provided by Unified Automation SDK
based servers.

Address Space Cancel

£ Rl Lihlinbt

Fig. 9: UaExpert - Adding "PubSub Config View"

R911418736, Edition 01 Bosch Rexroth AG
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O The UaExpert version 1.6.1 allows to use two different views in the "PubSub
ﬂ Config View" to create Pub/Sub configurations.

The configuration via "Network View" is shown in the following. It focuses on
the user perspective.

It can also be configured via "Configuration View". This will no further be
explained here.

Changes can only be made at the existing configuration or this configuration
can be deleted.

,}O

SOZeEE Listiof/servers Artte
[ % cxraso

,,,,,,,,,,,,,,,,,,,,,,

Fig. 10: UaExpert - Overview on the current Pub/Sub configuration in the
"PubSub Config View"

The example shows how to delete the existing configuration and how to create
a new configuration.

1. , To delete a configuration, right-click on the configuration, in the example
opc.udp://239.0.01, and select “Remove”.

2. ) In the next step, define the configuration of the Publisher dataset of the
ctrIX1 control.

Only the command “<Add UDP Multicast Group>” is available in UaExpert.
Des following description shows how the multicast group is used for the
unicast publishing.

In "PubSub Config View", double-click on the entry “<Add UDP Multicast
Group>”.

|9’
v

4. ) Enter the IP address of the Subscriber control into the editing field on the
right side of the "opc.udp://<IP Address>:4840". Use the format PubSub
Config View.
®» In the example, the Subscriber is ctrIX2 with the I[P address

192.168.2.1.

5. ) Save the settings with “OK” at the lower edge of the "PubSub Config
View".

Data Access View PubSub Config View

2 Configurations [ opc.udp:j/192.168.21:4840]
v 2 UDP Multicast Publisher to Subscriber relations
v 8 opcudp://192.168.2.1:4840
'a < Add UA Application >
[@ < Add UDP Muilticast Group > ]
v aMQTT
& < Add MQTT Broker >

Fig. 11: UaExpert - Adding a UDP multicast group

Bosch Rexroth AG R911418736, Edition 01
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6. ) Double-click on the entry “<Add UA Application>" in the "PubSub Config
View" to add a UA application (see Fig. 12).

7. ) Select ctrIX1 as server, as ctrIX1 is the device on which the Publisher
should run.

Data Access View PubSub Config View

2 Configurations S
v 2 UDP Multicast N Belect
v 2 opcudpy//192.168.2.1:4840 Select the server or configuration to add

@ < Add UA Application >
v @ opcudp://192.168.2.1:4840 cirix1 g

& < AddUA Application > Cancel

& < Add UDP Multicast Group >
v & MQTT
# < Add MQTT Broker >

Fig. 12: UaExpert - Adding a UA application
The following steps are required to configure the Publisher dataset:

- |
e BDBEE ¢ = Xy 2w x0
Project @ x Dala Access View  PubiSub Config View )
v B Project 2
~ B Servers S Configurations Published DataSet
X ¥ SR UDP: Ml nhec(;rmp_l“mus\m\[)l’—l)mam\( Ry 5 °
g Data Access View =3 Writer 1 0 iCounter_Core0 Int6d ns=2:s=pic/app/Application/realtime_data/Publisher_Set/data/iCounter_(
B PubSub Config View 1 1 iCounter MainTask Int64 ns=2:5=pl/app/Application/resitime_data/Publisher Set/data/iCounter |
TAAd Dataset Reader >
& < Add UA Application >
v @ opcudp://192.168.2.1:4840
# < Add UA Application >
@ < Add UDP Multicast Group >
v o mart
4 < Add MQTT Broker >
Address Space & x
% No Highlight -
O Aliases al
~ & Datalayer
= datalayer
© devices
& diagnosis

& framework
& opcuapubsub
© opeuaserver
v @pk
& admin
v & app
v & Application
% admin
& app
& mem
¥ 3 realtime data
¥ 2 Publisher_Set
v @ data <

:
® iCounter_ MainTask ‘
pra———— 8 -
o Ll

= histogram

Fig. 13: UaExpert - Defining the Publisher dataset

1. ) Double-click on the entry “<Add DataSet Writer>” in the "PubSub Config
View".

2. ) Enter a customized name for the Publisher dataset.

3. ) Select the Publisher control ctrIX1 in the UaExpert project tree and right-
click to connect the control to “Connect” if ctrIX1 is not yet connected.
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4. ), The available nodes on the ctrIX1 are shown in the window below the
UaExpert project tree.

The PLC variables are stored under the following path if you assigned PLC
variables to the ctrlX Data Layer RT:
Datalayer/plc/app/<PLC application name>/realtime _data/<publisher set
name>.
Select data to be assigned to the Publisher dataset and drag the data to
the “Published DataSet” window.
il The following combinations are not allowed in a dataset:
- Combination of Data Layer NRT and RT variables
- Data from different Data Layer RT ranges

5. ) Click on “, to change the settings of the dataset, e.g. the publishing
interval of the dataset.

The default value for the publishing interval is 100 ms. Depending on the
CPU load on the ctrIX CORE and the communication load in the network,
the publishing interval can be reduced to 2 ms.

6. ) Save the dataset with “OK”.

Configuring the Subscriber
The Subscriber is configured analogously to the = Publisher.
Double-click on “<Add UA Application>” to add the Subscriber.
Select the OPC UA Server of the ctrIX2 in the dialog for the server selection.
The control ctrIX2 should read the published dataset as Subscriber.
1. ) Double-click on ctrlX2<“>” below Add DataSet Reader.

2. ) Select ctrIX1 and the previously defined name of the Publisher dataset
("ctrIX1_Publisher") in the dialog to select data to be published.

Data Access View PubSub Config View

= Configurations
v O UDP Multicast
v ¥ opcudp://192.168.2.1:4840
v 2 criX1*
> ctriX1_Publisher
@ < Add DataSet Writer >

@ < Add DataSet Reader >
v 2 cix2* L |
@ < Add DataSet Writer >
& < Add DataSet Reader > Select the published DataSet to subscribe for:
¥ < Add UA Application > ctriX1 / ctrix1_Publisher -

& < Add UDP Multicast Group >
o] coes
v amMarT

@ < Add MQTT Broker >

Fig. 14: UaExpert - Selecting the Publisher
The following steps are required to configure the Subscriber dataset:
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4.10

Fig.

Address Space
% Ho Highiight

3 opcuapubsub

PO 4=D =

15: UaExpert - Drag&drop the variables

1. ), Change a default name to a customized name. This step is optional.

In the example, the dataset is named "ctrIX2_Subscriber".

2. ) Select ctrIX2 in the UaExpert project tree and right-click to connect the

control with “Connect” if ctrlx2 is not yet connected.

» The available nodes on the ctrlX2 are shown in the window below the

UaExpert project tree.

The PLC variables are stored under the following path if you assigned PLC

variables to the ctrIX Data Layer RT:

Datalayer/plc/app/<PLC application name>/realtime_data/<subscriber set

name>.

Select a variable in the Data Layer RT of the Subscriber control ctrIX2 and

drag it to the line with the respective variables of the Publisher dataset.

The following assignments are made in the example:

e The Subscriber variable "i1l" is assigned to the Publisher variable
"iCounter_Core0".

e The Subscriber variable "i2" is assigned to the Publisher variable
"iCounter_MainTask".

4. ) To save the Subscriber configuration, select “OK”.

Downloading the configurations from the Publisher and
the Subscriber to the ctriX CORE control
To load the configurations to the respective controls, proceed as follows:

1. ) Inthe "PubSub Config View", click from UaExpert to “Configurations”.
2. ) Click on the button “Download”.

» A dialog opens.

3. ) Select the configurations to be downloaded and confirm the dialog with

R911418736, Edition 01

“OK”.
» The configuration is automatically set to active after the download and
no further actions are required.
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Fig. 16: UaExpert - Loading the Pub/Sub configurations on both ctrIX CORE
controls

4.10.1 Example of a use case: Publishing and subscribing PLC variables
via the Data Layer RT (realtime)

The OPC UA Pub/Sub app does currently not support any real-time communica-
tion.

—lo

To use the Data Layer RT, enable the nth buffer.

The procedure is described in = Chapter 4.11 Using the Data Layer RT nth
buffer for OPC UA Pub/Sub on page 27.

—lo

The PLC application supports the creation of Data Layer RT variables to mini-
mize latency of PLC and Pub/Sub applications are used together.

The following steps are required to create a sample program to use this func-
tionality:

1. , In the PLC program, right-click on the “Datalayer_Realtime” and then on
“Add — PLC real-time data” to add a new PLC real-time data function

block.
[i] Datalayer_Realtim |
Add PLC real-time data
Edit
Show status
. Delete

= Properties...

Disable Device
Update Device...
Edit Object

L)

Edit 12 mapping
Import mappings from C5V...
Export mappings to C5V...

[ Insert templates...

Fig. 17: ctrIX PLC Engineering - PLC real-time data
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2. ), Goto “Application — Add Object — Global Variable List”to insert a Global
Variable List for your defined variables and define the global variables to
be published.

—O Application
! +-12) ChedkFunctions

----- .ﬂ Library Manager

Cut

~[E] PLC_PRG (FRE)

Paste

&
Copy
E=
*

-@ Task Configuration Delete
=K Mai 5
& MainTask (IEC-Tasks) Refactoring o
L, & pLc_PRG
=-{4] Datalayer_Realtime Properties...
jcati Itime_datz - =
4 plc_spp_Application reaitime_da Hj Add Object 4 | Alarm Configuration...
) Add Folder... €3 Application...
I Edit Object (@i Communication Manager...
Edit Object With... B=  Data Sources Manager...
BH  Insert templates... Ol: DUT...
. External File...
% Legin
|@ Global Variable List...
Nealetn mnnlicdian Froamm deoaiea —

3

Fig. 18: ctrIX PLC Engineering - Adding Global Variable List

3. ) Define the Global Variable List as output to be used as PLC real-time data
via the right mouse button. This variable list defines data read via the Data
Layer RT and sent via OPC UA Publisher.

@@ Publish_GVL x|
{attribute 'qualified only'}

1
(ctrlX CORE) =] 2 WR_G[DBAL
* Logic 3 myPublishedInteger : DINT;
) 4 END VAR
Application -

|2 CheckFunctions
i@ |publish_GvL

m Library Man.
PLCPRG (PR ¥ Cut 0 Input
[E Task Configur Copy

Use asPlcRealtime data » || Output

Fig. 19: ctrIX PLC Engineering - Adding an output

4. ) Repeat the last two steps for the variables to be subscribed and select
“Input”.
These variables can be written via Data Layer RT and thus received via the
OPC UA Subscriber.

@ Pubish GW. '@ Subscribe GVL X |
- 1 {attribute 'gualified only'}

(ctrlX CORE) = 2 VAR GLOBAL
* Logic 3 mySubscribedBoolean : BOOL;
’ - 4 END VAR
Application -
|2 CheckFunctions
@ Publish_GvL

@ subscribe_GvL
.Il Library Manager |
PLCPRG(PRG) | %  Cut ' Input .

Use as Plc Realtime data  » l [J Output

Fig. 20: ctrIX PLC Engineering - Adding an input
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5. ), Use these global variables in your PLC program.

Devices > B X @ Pubish GVL @ Subscribe_GVL [2] Pc_PRG x
=5 Pubsb = 1 PROGRAM FLC_ERG
= Device (ctrlx CORE)
= B0 pLc Logic
= ) Application
*+ 2 CheckFunctions
@ Publish_GvL
@ subscribe_GVL
m Library Manager
[E] PLC_PRG (PRG)
= (@8 Task Configuration
= MainTask (IEC-Tasks) =] IF .Subscribe_GVL.mySubscribedBoolean THEN
8] PLC_PRG 2 .Publish GVL.myPublishedInteger := .Publish GVL.myPublishedInteger + l;
= {33 Datalayer_Realtime 3 END_IF
=4 plc_app_application_realtme_data (DataLayerOwner)|
ol Publish_GVL_1
{}{\ Subscribe_GVL_1 .

Fig. 21: ctrIX PLC Engineering - Example of adding a PLC logic
Sample code

IF .Subscribe GVL.mySubscribedBoolean THEN

.Publish GVL.myPublishedInteger 01 := .Publish GVL.myPublis
hedInteger 01 + 1;
END IF

After compiling and uploading the PLC program to the control, the variables are
available in the Data Layer (OPC UA Namespace 2) under the following address:

plc/app/<app name>/realtime _data/<global variable list name>/data/<variable
name>

In this example, the variables are available under the following address:
plc/app/Application/realtime_data/Publish GVL /data/myPublishedInteger
plc/app/Application/realtime _data/Subscribe GVL/data/mySubscribedBoolean

These variables can be used in a DataSetWriter and in a DataSetReader of
the Pub/Sub configuration, refer to the sections = Chapter Configuring the
Subscriber on page 22 and =~ Chapter Configuring the Publisher on page 19.

O The following combinations are not allowed in a dataset:
l - Combination of Data Layer NRT and RT variables
- Data from different Data Layer RT ranges

4.10.2 Example of a use case: Multicast publishing

A multicast Publisher is configured analogously to a unicast Publisher except
for:

e A gateway has to be configured on your ctrIX CORE device.
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# & =- @ rexroth

Connectivity

eth1

192.168.2.1/24

192.168.2.1

Fig. 22: Website — Configuration example of the gateway address
e Specify the address network interface to be used to publish your multicast
messages.

Stwork iem | Confiuration View

Fig. 23: UaExpert - Example of setting an address network interface

4.11 Using the Data Layer RT nth buffer for OPC UA Pub/Sub
The nth buffer is a function of the Data Layer RT.

Why and when to use nth buffers

For a real-time capable data exchange in the Data Layer RT, a triple buffer (nth
buffer with n = 3) is used by default. It allows only a realtime-capable read-only
access to data when it is accessed from one process. When accessing from
other processes, it is thus required to increase the number of available buffers.
The OPC UA Pub/Sub app runs in a separate process. It is thus recommended
to configure an nth buffer with at least four buffers (n>=4).

How to activate the nth buffer
The nth buffer can be configured via specific nodes in the Data Layer.

R911418736, Edition 01 Bosch Rexroth AG
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The Data Layer can be accessed via the Data Layer editor integrated into the

web interface or via OPC UA.

The value modification with UaExpert is described in the following:
1. ), Navigate to the node Datalayer/datalayer/realtime/broker/settings.
2. ) Inthe dialog, change the value from "defaultinputAcessType" to "3".

3. ) In the dialog, change the value from "defaultN" to the favored number of

buffers, but at least four buffers.

il When selecting the number of buffers, note that the nth buffers are not

blocked for the n-2 user!

B nifed Automation UsExpert - The OPC Unified Archtecture Cient - Newpreject”
File View Sener Documen Setings Hei

D BBE # =0 x40 0 RO

Froject 8% Dot Access View  PubSub Config View
+ Server Nodeld DisplayName  Value Datatype
1 GNXOPCU. NSZSwingl.. DLBOOLE tree Bookean

OPC UA Server @ Control
UA Server @ Contro|

B0
8 o
B Pubsub Config View

saress spoce o x
1 Hahiant

13 Objects r3

@ setings

2 security
serves

_BOOLE] s ueueSize=10,

et succeeded.
20,, ReferenceP... X OPC U,

20... Attribute .. €tk OPC U...

Browse succeed

de NS 2 succeeded ret = Gooal.

Fig. 24: UaExpert — Changing the properties
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- o X
O irtutes ax
5[ e
Attribute Value B
~ Valve
SourceTimestamp 18.07.2022 15:46:36.349
SourcePicos: o
ServerTimes 18.07.2022 1514636349
o
3
$85:comm datalayer NTelB ulterConfig
4
3
Suing
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1 Sentne
ax
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Target Displayham;
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]
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ctrIX WORKS
5 Related documentation
5.1 Overview
ctriX
ctrIX CORE - ctriX WORKS
Runtime Engineering
COREe W
Runtime - Apps Engineering - Apps

8 9
OPC-UA OPC-UA EtherCAl
Server Client Master
2
Remote
Agent
3 5
Oscill pe Node-RED

6 7 8
3D Telegraf PROFINET
Viewer device

Fig. 25: Overview on further documentations

5.2 ctriX AUTOMATION

No. |Documentation

1 |ctrIX WORKS First Steps
Quick Start Guide

~Web documentation link
Ordering information:

o DOK-XWORKS-F*STEP*****-QURS-EN-P
e R911403760

5.3 ctriX WORKS

R911418736, Edition 01

Bosch Rexroth AG

Related documentation


https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-WORKS/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-PLC-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-Motion-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-OPC-UA-Server-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-EtherCAT-Master-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-PLC-Engineering/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-PLC-Engineering/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-Firewall-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-CORE-Runtime/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-AUTOMATION/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-OPC-UA-Client-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-Remote-Agent-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-VPN-Client-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-3D-Viewer-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-PROFINET-Device-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-Telegraf-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-IDE-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-Node-RED-App/
https://docs.automation.boschrexroth.com/iirds/cdp-metadata.boschrexroth.de~iiDC~Product-ctrlX-Oscilloscope-App/
https://docs.automation.boschrexroth.com/redirect/material?materialId=R911403760
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No.

Documentation

ctrIX WORKS Basic System

Application Manual

~ Web documentation link

Ordering information:

o DOK-XWORKS-********x+*. APRS-EN-P
e R911403761

ctrIX PLC Engineering - PLC Programming System
Application Manual

~ Web documentation link

Ordering information:

e DOK-XPLC**-ENGINEERING-APRS-EN-P

e R911403764

ctrIX PLC Engineering - PLC Libraries
Reference

~ Web documentation link

Ordering information:

e DOK-XPLC**-LIBRARY****-RERS-EN-P
e R911403766

ctriX CORE

No.

Documentation

ctrIX CORE - Runtime
Application Manual

~ Web documentation link
Ordering information:

o DOK-XCORE*-BASE*******-APRS-EN-P
e R911403768

ctrIX CORE - Diagnostics

Reference

~ Web documentation link

Ordering information:

e DOK-XCORE*-DIAG*******-RERS-EN-P
e R911403770

ctrIX CORE apps

No.

Documentation

PLC App - PLC Runtime Environment for ctriX CORE
Application Manual

~Web documentation link

Ordering information:

e DOK-XCORE*-PLC********.APRS-EN-P

e R911403787
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No. |Documentation
6 Motion App - Motion Runtime Environment for ctrlX CORE
Application Manual
~Web documentation link
Ordering information:
e DOK-XCORE*-MOTION*****-APRS-EN-P
e R911403791
7 |OPC UA Server App - OPC UA Server for ctrIX CORE
Application Manual
~ Web documentation link
Ordering information:
e DOK-XCORE*-OPCUA*SERV*-APRS-EN-P
e R911403778
8 |OPC UA Client App - OPC UA Client for ctrIX CORE
Application Manual
~ Web documentation link
Ordering information:
e DOK-XCORE*-OPCUA*CLIEN-APRS-EN-P
e R911403781
9 |EtherCAT Master App - EtherCAT master for ctriX CORE
Application Manual
~ Web documentation link
Ordering information:
e DOK-XCORE*-ETHERCAT***-APRS-EN-P
e R911403773
10 |VPN Client App - Remote Support Software for ctriX CORE
Application Manual
~ Web documentation link
Ordering information:
e DOK-XCORE*-VPN********. A\PRS-EN-P
e R911403775
11 |Firewall App - Security Functions for ctrlX CORE
Application Manual
~ Web documentation link
Ordering information:
e DOK-XCORE*-FIREWALL***-APRS-EN-P
e R911403783
12 |Remote Agent App - ctriX Device Portal Connection for ctriX Devices

Application Manual

~Web documentation link

Ordering information:

e DOK-XCORE*-REMOTE*AG**-APRS-EN-P
e R911403785
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13 |Oscilloscope App - Oscilloscope Function for ctriX Devices
Application Manual

~ Web documentation link
Ordering information:

o DOK-XCORE*-OSCI*******-APRS-EN-P
e R911409806

14 |IDE App - Integrated Development Environment
Application Manual

~ Web documentation link

Ordering information:

e DOK-XCORE*-IDE********.APRS-EN-P

e R911410625

15 |Node RED App - Graphic Programming for ctrIX CORE
Application Manual

~ Web documentation link

Ordering information:

e DOK-XCORE*-NODE*RED***-APRS-EN-P

e R911403789

16 |3D Viewer App - Browser-based 3D Kinematic Simulation for ctriX
CORE

Application Manual
~ Web documentation link

Ordering information:

e DOK-XCORE*-3D*VIEWER**-APRS-EN-P

e R911416124

17 |Telegraf App - Server Agent for Collecting Data in the Data Layer
Application Manual

~Web documentation link
Ordering information:

e DOK-XCORE*-TELEGRAF***-APO1-EN-P
e R911416836

18 |PROFINET device App - PROFINET device for ctriIX CORE
Application Manual

~ Web documentation link

Bestellinformationen:

e DOK-XCORE*-PROFINET***-APO1-EN-P
e R911417857
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Service and support

Our worldwide service network provides an optimized and efficient support.
Our experts provide you with advice and assistance. You can contact us 24/7.

Service Germany

Our technology-oriented Competence Center in Lohr, Germany, is responsible
for all your service-related queries for electric drive and controls.

Contact the Service Hotline and Service Helpdesk under:
Phone: +49 9352 40 5060

Fax: +49 9352 18 4941

Email: ~ service.svc@boschrexroth.de

Internet: = http://www.boschrexroth.com

Additional information on service, repair (e.g. delivery addresses) and training
can be found on our internet sites.

Service worldwide

Outside Germany, please contact your local service office first. For hotline
numbers, refer to the sales office addresses on the internet.

Preparing information

To be able to help you more quickly and efficiently, please have the following
information ready:
e Detailed description of malfunction and circumstances

e Type plate specifications of the affected products, in particular type codes
and serial numbers

e Your contact data (phone and fax number as well as your e-mail address)

Bosch Rexroth AG

Service and support
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